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NMPOIrPAMMA MNMPAKTUKHA

52.0.05(N) Mpou3BoacTBeHHaA NpakTUKa (NpoeKTHOo-3KcnyaTaumoHHas)
Kod u HaumeHosaHue(mun) npakmuku/HVP e coomeemcmeuu ¢ y4ebHbIM rnnaHom

1. Koo u HaumeHoOBaHMe HanpaBJieHus noaroToBku/cneynanbHOCTU:

10.05.01 KomnbroTepHaga 6e30nacHOCTb

2. Mpodmnb nogroToBkK/cneymanmsauusa:

Be3onacHOCTb KOMMNbTEPHBLIX CUCTEM U CETEN

3. KBanudumkaums (cteneHb) BbINyCKHUKa: Cneunanuct
4. dopma oby4yeHMA: o4Has

5. Kacbegpa, oTBevarLasn 3a peanusaumio npakTuku: KnbepbesonacHoctu

MH(OPMALIMOHHLIX CUCTEM

6. CoctaButenu nporpammbl: CadoHoB Butanum Bnagummposmy, K.T.H., JOLEHT

(®UNO, yyeHasi cmeneHb, y4eHoe 38aHUE)

7. PekomeHaoBaHa: Hay4yHO-MeTOoONYECKMM COBETOM (haKyribTeTa NPUKNaaHON MaTeMaTUKM,

MHOPMAaTUKN N MexaHukun 26.05.2023 r., npoTokon Ne9
(HaumeHogaHuUe pekomeHOyouweli cmpykmypsbl, 0ama, HoMep NPomokona,

ommemku 0O rpoOsieHUU 8HOCSIMCS 8PYYHYHO)

8. YuebHbIn ron:_ 2027/2028 CemecTtp(bl): A




9.llenb npakTuku:

— pasBuTure NpoeccrMoHarnbHbIX 3HAHUN U KOMNETEHUUN CTYOEHTOB,

— nonyyeHne npodeccmoHarbHbIX YMEHUW N OrbiTa NpogeccrnoHanbHON eATeNIbHOCTU Ha
6ase npakTnyeckmMx 3agad, Ans pelleHns KoTopbiX HeOBXOAMMO UCNONb30BaTb COBPEMEHHbIE
WH(POPMALUNOHHbIE TexXHOMNormm obpaboTkm u 3awmuTbl MHpOpPMaUuK, a Takke npuobLueHune
CTYOEHTOB K Ccpefe opraHusauum C uenbto npuobpeteHns couManbHO-IIMYHOCTHBIX U
npodeccnoHanbHbIX KOMMNETEHLMN;

— npuobpeTeHne CTyadeHTamu npoeCcCUoHanbHbIX HaBbIKOB, MNPAKTUYECKOro OnbiTa,
3aKpernneHue, cuctematmsauus 1M paclmpeHne TeopeTUYEeCKUX 3HaHUM MO WUCMOMNb30BaHUIO,
aAMWUHUCTPUPOBAHUIO, HaCTpomKke W Hanagke cpencrts obecneyeHuss MHGOPMaLMOHHOM
6e30nacHOCTH, UCNOMb3YEMbIX B OpraHu3auuu.

3apauv nNpakTUKK:
dopmMmpoBaHue y CTyaeHTOB YMEHUIN U HABbLIKOB:

— npoBeAeHnsa TexXHMYeckoro obcnegoBaHusa obbekTa aHanmsa;

— cbop 93KCnepuMeHTanbHOro W 3KCNepTHOro MaTepuana WM ero TeopeTU4ecKoro
ob606LeHus;

— HacTpoWmka, akcnnyataums n obecneyeHne paboToCnOCOBHOCTU KOMMOHEHTOB CUCTEM
obecneyeHuns MHpopMaLNoHHOW Be3onacHoOCTY;

— 0by4yeHune CTyaAeHTOB MeToAMKaM NpUMEHEHNsT YyCTPONCTB 1 NporpaMmMHoro obecneyeHus
WHPOPMALUMOHHBLIX  CUCTEM AN pelweHus 3agad  obecneyeHuss  MHGOPMaLMOHHOM
BesonacHocTy;

— un3yyeHue opraHusaumm IT cnyxb npeanpusaTus;

— WU3ydeHVMe CUCTeMbl aTTecTauun W KOHTPOMS WHMPACTPYKTYpbl MNPeanpuatus n eé
OTAENbHbIX 3IEMEHTOB Ha COOTBETCTBUMN TpeboBaHMAM MHOPMaLMOHHOMW 6e30MacHOCTY;

— M3yyeHMe cocTaBa annapaTtHOro M nporpaMMmHoro  obecneyeHust  CpeacTB
BbIYUCIIUTENBHON TEXHUKN NPEeanpUATUS.

10. MecTo npakTukm B cTpyktype OOI: obs3aTtenpHasa yacTtb 6noka b2.

Linkn (pasgen) OOIM: B2 | koa aucumnnudel B YI: B52.6.05(1)

Ne | Kop | HaumeHoBaHue

Ons yCnewHOoro npoxoxaneHuaA yqe6H017| NPaKTUKn o6yL|arou.|,|/|ec;| MCNOJIb3YyKOT 3HAHUA, YMEHUA, CCbOpMVIpOBaHHbIe
B Xo4e n3yyvyeHuda gucumniuH

1 | 61.0.29 Teopusa MHoOpMaLUK

2 B1.0.32 OnepaunoHHble CUCTEMBI

3 | 61.0.34 KomMmnbloTepHble ceTn

4 | b1.0.37 MeToAbl nporpaMmMmpoBaHus

5 61.0.38 Cuctembl ynpaBneHus 6asammn gaHHbIX

6 | 61.0.39 OcHoBbl NHGOPMaLMOHHON 6e30MacHOCTU

7 B1.0.40 Mogenn 6e30nacHOCTM KOMMbIOTEPHBIX CUCTEM

8 B1.0.41 3alnTa B onepaumoHHbIX cucTemax

9 B1.0.42 OcCHOBbI NOCTPOEHUS 3aLUMNLLEHHBIX KOMMBIOTEPHLIX CETEN

10 | B1.0.43 OCHOBbI NOCTPOEHUS 3aLLUMLLEHHbIX 6a3 AaHHbIX

11 | B1.0.44 3awnTa nporpaMmm U gaHHbIX

12 | 61.0.45 MeToabl 1 cpeacTea Kpuntorpadnyeckon 3awmTbl MHGOPMaLUn

13 | 61.0.46 KpunTtorpadguyeckme npoToKonbl

14 | 61.0.47 TeopeTrko-4McrioBble METOAbI B Kpuntorpadum

15 | 61.0.49 OpraHunsaunoHHoe 1 npaBoBoe obecneyeHne nHopMaLMoHHON 6e3onacHoCTH

16 | 61.0.50 MHcTannsaums 1 HacTpolka nporpammMHoro obecnevyeHust

17 | B1.0.51 3almra uHopmaumn OT YTEYKN N0 TEXHUYECKMM KaHanam

18 | 61.0.52 Teopusa pagnoTEXHNYECKUX CUCTEM

19 | 61.0.57.01 MHxeHepusa nporpaMMHoro obecneveHums

20 | B1.0.57.03 PaspaboTka npuknagHoro nporpaMMHoro obecneyeHnst Anst KOMNbITEPHbIX CUCTEM

21 | B1.0.57.04 CoBpeMeHHble TEXHOMNOMMY 3aLnTbl MHOPMaLUKN KOMMbIOTEPHBIX CUCTEM U CeTel

22 51.0.57.05 MeToabl pa3pa§0TKM W aHanusa NonUTMKN MHPOPMAaLIMOHHON BEe30NacHOCTU KOMMbIOTEPHbIX
CUCTEM U ceTen




23 | b1.B.07 Knbepbe3onacHOCTb KPUTUYECKNX CUCTEM U MHAPACTPYKTYP
24 | b1.B.08 Pa3paboTka 6e3onacHOro nporpammHoro obecneyeHus
25 | b1.B.11 Teopusi 1 MeTOAbI COLMANbHOM MHXEHEPUN B MHOPMAaLMOHHOM 6e30MacHOCT
26 | b1.B.14 OCHOBbI NHXXEHEPHO-TEXHNYECKON 3alMTbl MHopMaLmm
27 | B2.0.02(H) lMpounsBoacTBEHHAs NpakTuKa (Hay4YHo-uccnegoBartenbckasa pabora)
28 | ©TO.01 AHanua gaHHbIX KOMMNbIOTEPHBIX CUCTEM U CETEN
OvcumnnvHel M NpakTWKW, ANS  KOTOPbIX OCBOEHME [JAaHHOW AUCUMNAWMHBL  (MOoAyns) HeobXxooumo  Kak
npeglwecTeyoLlee
29 | b2.0.03(MNA) lMpounsBoacTBEHHAs NpakTuka (NpeggunnomHas)
30 | B3.01(O) lMoaroToBKa k npoueaype 3almTbl U 3amTa BbliMYCKHON KBAnM@UKauMoHHON paboTbl
11. Bua npaktuku, cnocob n cpopma ee npoBeaeHus
Bua npakTukn: npouseodcmeeHHas.
Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHas.
CDopma npoBeaeHuUsA NPakKTuUKun: OUCKQemHaFI.
Peanuayetcs yactuyHo B dpopme npaktndeckon nogrotoskm (IM1).
npOMSBOﬂCTBeHHaH npakTnka npoBoAUTCA B CTPYKTYPHbIX nogpasgerieHnAax

YHMBEpPCUTETA N B OpraHn3aunsax Ha OCHOBE JOrOBOPOB, 3aKItoyaeMbIX Mexay YHUBEPCUTETOM
WU opraHmsauusamMn, OesTenbHOCTb KOTOPbIX COOTBETCTBYET HarnpaBfieHHOCTU peann3yemMomn
obpasoBaTenbHOM NporpaMmmMbl MO COOTBETCTBYOLLEMY NPOGUIIIO.

12. NMnaHnpyemMble pe3ynbTaTbl 0Gy4eHUA NPU NPOXOXKAEHUN NPAKTUKMU (3HAHUA, YMEHUA,
HaBbIKW), COOTHECEHHbIe C NIIaHUPYeMbIMU pe3yNibTaTaMU OCBOeHUs o6pa3oBaTenibHOM
nporpaMmmbl (KOMNETEHLMSAMU) U UHAUKATOPaMU UX OOCTUKEHUA:

Kog HassaHue Koa(bl) WugukaTop(bl) lMnaHnpyemble pesynbTaTtbl 0Oy4eHus
KoOMneTeHunn

OrIK- CriocobeH npumeHsimb ymeeT YMeTb:

5. HopMamueHble knaccuguumposaTtb —  KnaccucuumpoBaTh 3almilaeMylo MHGopMaumio Mo
npasosbie akmbl, | qqus 3 3amaemyto BMAAM TalHbl U CTENEHAM KOH(UAEHUMANBHOCTY;
Hopmamuetble u VHopmaLmMio no  Buaam — KnaccuduumposaTb " oLeHnBaTb yrpo3bl
memoduyeckue TalHbl 4 CTeNeHAM | MHdopMaLMOHHON B6esonacHocTn ans obbekTa
OOKYMeHMbI, KOHMAEeHUManbHOCTH nHbopmaTm3aumu;
peenameHmupytowue ymeer — 0bOCHOBbIBaTb peLeHusi, CBA3aHHbIe C peanuaaumen
OesimernbHOCMb no KraccupuumpoBatb W | npaBOBbIX HOPM MO 3awWwuTe WHGOpMauunM B npeaenax
3auwume uHgopmayuu oLeHnBaTb Yyrpo3sbl | AOMKHOCTHBLIX obsi3aHHOCTEN, npeanpuHumaTh

OrK-5.4 MH(OPMAaLIMOHHOM HeobxoaMMble Mepbl MO BOCCTAHOBMEHWIO HapYLUEHHbIX
©e3onacHocTn Ans | npas;
obbekTa — dopmynupoBaTb OCHOBHblE TpeboBaHus
“HdopmaTMsaumm MHOpPMaUnoHHOM  Be3onacHoCTM  Mpu  3KchnyaTaumu
ymeet 060CHOBLIBATL | KOMMBLIOTEPHO CUCTEMBI;
pelenVs, CBAsaHHbIe C — dopmynMpoBaTe OCHOBHble TpeboBaHWs No 3awuTte
peanu3auven npaBoBbIX | koHmaeHUMansHOW MHopMaLMK, NEPCOHANbHbIX AAHHbIX U
HOpM no 3alnTe | oxpaHe pe3ynbTaTOB WHTENMEKTyanbHOW OeATenbHOCTU B
MHCpOpMaLlMVI B npeaenax opraHu3sauuu;

OriK-5.9 AOIDKHOCTHBIX — aHanuaupoeaTtb " oLeHVBaTh yrposbl
06s3aHHOCTel, MH(OPMaLIMOHHOM Ge3onacHOCTM o6bekTa Mo TEXHUYECKUM
npeanpuHMMaTh KaHanam.

HeobxoauMble Mepbl Mo
BOCCTaHOBJIEHUIO BnapeTh:
HapyLUeHHbIX Npas; .
— MeTodamMu U CpeAcTBamMuM TEXHUYECKON 3aluTbl
ymeeT  chopmynupoBsaTb MHGbOpMALIM.
OCHOBHble  TpeboBaHus

OMK-5.12 MHOPMALIMOHHOW
6esonacHocTn npu
aKcnnyaTaumm
KOMIMbIOTEPHOWN CUCTEMBI;
ymeeT  opmynupoBaTb
OCHOBHble  TpeGoBaHusi
no 3awuTe

OnK-5.13 KOHbMAEeHUMaNbHOM
MHopmaLumu,
nepcoHanbHbIX AaHHbIX U
oxpaHe pesynbTaToB

VHTENMEeKTyanbHowm




neaTensHocTH B
opraHusaumu;

yMeeT aHanusupoBaTb W

oLeHnBaTb yrposbl
OlK-5.17 NHMOPMaLMOHHOM
6esonacHocTM  obbekTa
N0 TEXHNYECKNM KaHanam
BnageeT meTogamn w
Orl1K-5.19 cpeacTBaMm TEXHUYECKOM
3aLWmMTbl MHpopMaLmm

OrIK- CrnocobeH npu ymeeT  paspabaTtbiBaTb | YMeTb:

6. peweHuu OmMK-6.6 moaenu yrpos n moaenu — paspabatbiBaTtb moaenu yrpos " moaenu
rpogheccuoHasIbHbIX ’ HapywwwuTensi HapyLUMTENs KOMMbIOTEPHbBIX CUCTEM;
3aday KOMMbIOTEPHbBIX CUCTEM; —  MNpUMEHSATb OTeYeCTBEHHbIE n 3apybexHble
opaaHu308bi8amb cTaHdapTel B obnactu komnbtoTepHon 6esonacHocTv Ans
3awumy  uHgopmayuu NpPOEKTUPOBaHWs, Pa3paboTkN M OLEHMBaHUS 3aLLMLLIEHHOCTM
02paHU4eHHO20 KOMMbIOTEPHOW CUCTEMBI.
docmyna 8
KOMMBIOMEPHEIX ymeet NpUMEHSITb
cucmemax u cemsix 8

OTeYeCTBEHHbIE n
coomeemaemeuu ¢ GexHble CTaHaapThbl
HOpMamueHbIMU ?l;apy oBnacTn
npasosbIMU akmamu U .

KOMMbIOTEPHOM
HopMamuSHBIMU OlNK-6.10 | 6esonacHocTn ans
memoouYecKuMu
dokymeHmamu NpOEeKTUPOBaHWS,
®edepanbHol  cryxbbi paspabotku v
besonacHocmu oushMBanUA
Poccutickou SalLNLLEHHOCTH
Dedepauu, KOMMbIOTEPHOW CUCTEMBI
®edepanbHol  criyxbbi
o  mexHu4eckoMmy u
9KCrIOPMHOMY
KOHMPOITo

OrIK- CriocobeH pewams ymeeT opraHu3oBatb | YMeTb:

9. 3adaqyu 3awmTy uHdopmauun ot — opraHu3oBaTb 3aWmTy WHGOPMauUMM OT YTEYKM Mo
npoghbeccuoHarnbHoU OrK-9.3 YTEYKN MO TEXHUYECKUM | TeXHUYECKUM kKaHaram Ha obbekTax MHopmaTusauum;
desmestbHocmu ¢ kaHanam Ha obbektax — NOMb30BaTbCA  HOPMATMBHLIMUA  [JOKYMEHTaMu B
y4emom mekyueeo nHopmaTMsaLm 06nacTy TEXHNYECKON 3aLLMThbI MHOpMaLK;

COCMOsIHUS u ymeeT nosb30BaThCA

meHOeHyull  pazsumusi HOPMaTUBHbLIMU — opmynuposath n HacTpavsare nonnTiky
Memodos sawumsl | OMK-9.4 [lOKyMEHTaMM B 06nacTi 6esonacHocTm noKanbHbIX KOMMbIOTEPHBIX cetew,
uHGhopMauUL g TEXHUYECKO sawyTpl | NOCTPOBHHBIX HA OCHOBE OCHOBHBIX OMEPALIMOHHBIX CUCTEM.
ornepayuoHHbIX VHdOopMaLum

cucmemax,

KOMIMbIOMEepPHbIX cemsx yMBST (HOpMYNVPOBATS 1

u cucmemax

yrpasneHus Gazamu HacTpauBaTb  NOMUTUKY

OaHHbIX, @  MmaKkxe GesonacHocTn

memodos u cpedcme | OMK-9.9 TioKarbHbIX o

s s

om ymedKu no OCHOBHbIX OMepaLyoHHbIX

MexHUYECKUM KaHaram, :

cemel u cucmem cucrem,

nepedayu uHgopmayuu

OrIK- CrnocobeH ymeeT KOPPEKTHO | YMeTb:

10. aHanusuposams ncnonb3oBaTb — KOPPEKTHO ucnonb3oBaTtb KpunTorpaduyeckue
meHOeHyuu  passumusi KpunTorpaduyeckmne anropuTtMbl  Ha  MpakTUKe  NpuM  pelleHun  3adad
memodos u cpedcme | OlK-10.4 anropuTMbl Ha MpaKkTuUKe | KpunTorpaduyeckumMmn MetTogamu;

Kpurimoapagu4eckou npu  peweHnn  3adad — MPUMEHATL mMaTemMaTuyeckme MeToabl npu
3awumsl  UHgopmayuu, KpunTorpachu4eckumu nccnefoBaHuM Kpyntorpaduyeckux anroputMos;
ucrionb3osamsb meToaamu; — pasBopauvBaTb WHAPPACTPYKTYPY OTKPbITbIX KIOYEn
cpedcmea . ymeet NPUMEHATb | onsa pelleHns KpunTorpaduyecknx 3agav;
Kpunmozepagbuyeckoli MaTtematuyeckne MeToabl — MPOBOANTbL aHanu3 KpunTorpacuyeckmx NpoTOKOoB, B
3awumsl  uHgopmayuu | OMK-10.5 | npw uccnejoBaHUM | tom  uMcrie G UCMONMb3OBAHMEM  aBTOMAaTU3MPOBAHHLIX
npu peweHuu 3aday KpunTorpacpuyecknx CcpeacTs;
npogheccuoHansHou anropuTMoB; — OLEHMBaTb TEOPETUYECKYID CMOXHOCTb MPUMEHSIEMbIX
dessmenbHoCcmUuU BIlageeT HaBblKaMu anropuTMOB;

OMK-10.6 | “CMONb30BAHNA TUMOBbIX — pasBopauuBaTb UHGPACTPYKTYPY OTKPLITBIX KIHOYEN

KpunTorpachuieckmx ANs peLleHnst KpunTo-rpacpuyeckux 3agay;

anropuTmos, — BbIYMCAATD TEOPETUKO-MHOPMALIMOHHbIE

yMEeT  pasBopavuBaTh | xapakTepUCTUKM MCTOYHWMKOB COOBLUEHMI WM KaHanoB CBS3U

UHEpacTpyKTypy . (aHTponus, B3auUMHas MHdopMaLmu, nponyckHas

OMK-10.9 | OTKPEITEIX KIOYe  ANA | crocoGHOCTS);

pewexns — pewaTb  TUMOBble  3adauM  KOAWPOBaHUS W

KpunTorpacpunyecknx [AEKOAMPOBAHMS!;

3agav

OnK- yMeeT NpoBOANTL aHaMM3 | Bpapets:
10.10 KpunTorpadguyeckux — HaBbIKaMK MCMONb3oBaHNS TUNOBBIX

NpPOTOKOJ1I0B, B TOM 4uUcrne




c 1cnonb3oBaHueM
aBTOMaTU3MPOBaHHbIX
cpeacTs

OrlK-
10.17

ymeeT oueHvBaTb
TEOPETNYECKYIO
CMOXHOCTb
NpYMEHSIEMbIX
anropuTMoB

OrlK-
10.20

ymeeT  pasBopauyusatb
NHDPACTPYKTYpPY
OTKPbITBIX  KMtouen Ans
peLueHus KpMnTo-
rpadomyeckmx 3agad

Or1K-
10.25

ymeeT BbIUUCIATb
TEeopeTuko-
MH(OPMaLMOHHbIE
XapaKTepuUCTUKN
MNCTOYHWUKOB COOBLLIEHNI 1
KaHanos cBSA3N
(aHTponus, B3avMHas
MHdopMaumm,
npornyckHasi
CMOCOBHOCTB);

Or1K-
10.26

yMeeT pelatb TUMoBble
3a4ayvM  KOAMPOBaHWSA WU
[EKOOMPOBaHUS;

Or1K-
10.27

BnageeT OCHOBamMu
NoCcTpoeHus
MaTemMaTu4ecKmx
mogenen TeKcToBOW
MHopmauun n mogenen
cuctem nepegauu
MHopMaumm;

Or1K-
10.28

Bnageet
NpYMeHeHWst
MaTemMaTU4eckoro
annapata Ans peLlueHus
npuKNagHblX TeopeTUKo-
MHOPMALIMOHHBIX 3afa4.

HaBblKaMu

KpunTorpadMyeckux anropuTMos;

—OCHOBaMu MOCTPOEHUsi MaTeMaTU4eckux Mopenemn
TEKCTOBOM MWHoOpMaLuum u Mogenen cuctem nepegadu
MHopMaLmu;

— HaBblkaMW MNPYMEHEHUs MaTemaTuyeckoro annapaTa
0N pelleHns NpuKNnagHbIX TeopeTUKo-MHEOPMAaLMOHHBIX
3agau.

OfIK-
11.

CrnocobeH
paspabambigamb
nonumuku
besonacHocmu,
onuUMuUKU  yrpaeneHusi
docmyrnom u
UHGbOPMaYUOHHbIMU
rnomokamu 8
KOMIbOMepPHbIX
cucmemax Cc y4yemom
yepo3  b6e3onacHocmu
UHghopmayuu u
mpebosaHull no
3awume uHgopmayuu

OnkK-11.4

ymeeTt paspabatbiBaTh
Moaenu yrpos u mogenu
HapyLwuTensi
6e3onacHocTn
KOMMbKTEPHbIX CUCTEM;

OlnK-11.5

ymeeT  paspabaTtbiBaTb
YacTHble NONUTUKA
Ge3onacHocTH
KOMMbIOTEPHBIX CUCTEM, B
TOM 4yucne  MONMUTUKK
ynpaBreHuss JOCTYNoMm U
MHOPMALMOHHBIMU
noToKamu;

OrnK-11.9

yMeeT (hopMynuMpoBaTh U
HacTpauBaTb  NONUTKKY
©e30MacHOCTM OCHOBHbIX
onepaumoHHbIX CUCTEM

OrlK-
11.10

ymeeT hopmynmpoBaTb U
HacTpavBaTb  NOMUTUKY
6e3onacHocTn
nokanbHbIX
KOMMbIOTEPHBLIX  CeTeMn,
MOCTPOEHHbIX Ha Gase
OCHOBHbIX OMepaLyoHHbIX
cucTem

YMeThb:

— paspabatbiBaTb MOAENu Yrpo3 v MOAenu HapylumTens
6€30MacHOCTU KOMMbIOTEPHbIX CUCTEM;

— paspabaTtbiBaTb 4YacTHble MOMUTUKM  GesonacHoCTU
KOMMbIOTEPHLIX CUCTEM, B TOM YUCHIE MOSIUTUKN YripaBneHus
OOCTYNOM Y MHCPOPMALIMOHHLIMU NMOTOKaMU;

— chopmynupoBaTb " HacTpauBaTb
6€e30MacHOCTN OCHOBHbIX ONEPaLMOHHBLIX CUCTEM;

— chopmynupoBaTb " HacTpauBaTb NONUTUKY

6e3onacHocTn NokKanbHbIX KOMMNbIOTEPHbIX ceTen,
NOCTPOEHHbIX Ha 6a3e OCHOBHbIX onepaunoHHbIX CUCTEM.

NONMUTUKY

OfIK-
12.

CnocobeH
adMuHUCmpuposams
ornepayuoHHble
cucmeMbl U 8bIMOHSIMb
pabomai no
80CCMaHOBIeHUI0
pabomocrnocobHocmu
rpuknadHo2o u
cucmemMHo20
npoepammMHoO20
obecrneveHusi

OrnK-12.5

YmeeT OCYyLLECTBNATbL
agMUHUCTPUPOBaHNE
nporpaMMHOro
obecneyeHus
creumanbHoro
HasHayeHus, BKMoYas
onepauyoHHble CUCTEMBI,
B TOM yncne
OTEYEeCTBEHHOIO
npov3BoacTaa.

OrK-12.7

YMeeT BoOccTaHaBnuBaTb
paboTocnocobHOCTL
nporpaMmM cneumanbHoro
Ha3HayeHus! npwu
BO3HWKHOBEHUN

YMeThb:

— OCyWlecTBNATL agMUHUCTPUpOBaHME NporpamMmmHoro
obecneyveHusi cneunanbHoOro Ha3Ha4yeHud, BKIo4asa
onepauynoHHble CUCTEeMbl, B TOM 4uUCre OTevYeCTBEeHHOro
npon3BoACTBa;

— BOCCTaHaBnnBaTb pa6OTOCI'IOCO6HOCTb nporpamm

cneunanbHOro Ha3HayYeHWst NPU BO3HUKHOBEHWN HeLITaTHbIX
CUTyaLun.




HewTaTHbIX CVITyaLI,MVI.

OrIK- CriocobeH ymeeT opMynupoBaTtb U | YMeTb:

13. paspabambigamb OMK-13.1 HacTpamBaTb  NONUTUKY — copmynupoBaTb " HacTpavsaTb NonuTuUKy
KOMIMOHeHMbI ’ 6e30MacHOCTM OCHOBHbIX | 6e30MacHOCTY OCHOBHbIX OMEePaLMOHHBIX CUCTEM;
npoepamMmHbIX u OnepaumoHHbIX CUCTEM — paboTaTb C WHTErpypoBaHHbIMM cpeJamu pas3paboTku
rnpozpamMmMHo- Bnageet HaBblKamMn | MporpaMMHOro obecneyeHus;
annapambix cpedcme paspaboTku — NPUMEHATb cpeacTea " MeToAbl aHanusa
3awume!  uHghopmayuu NPOrpaMMHbIX  MOAYMewW, | nporpaMMHOro obecnedeHns Ans BbisIBMEHNs 3aKnagok;

8 KOMIMbOMEPHbIX peanuaylolwnx  3agauu, — NPUMEHSATL MeToAbl aHanM3a NPOEKTHLIX PeLleHnin Ans
cucmemax YUl onk.13.2 | cBAsaHHble C | obecneyeHVs 3aLLMLLEHHOCTU KOMMBIOTEPHBIX CUCTEM;
pogodumb  aHasnus ux obecneveHrem — NPUMeHSITbL  COBPEMEHHble  cpeacTBa  obecneyeHus
6esonacrocmu BesonacHocTn MHOPMALIMOHHOI 6830NacHOCTY NPOrPaMM 1 AaHHbIX;
ONEpaLMoHHbIX  CUCTEM — NPOBOAUTL aHanu3 NPOrpamMMHbIX CpeacTs,
pacnpocTpaHeHHbIX MPUMEHAEMbIX AN KOHTPONS W 3aLLmMThl HcbopmaLmn.
cemencTs
ymeeT paboTtaTtb C | BnageTb:
VHTErpMpoBaHHbLIMM — HaBblkaMu  paspaboTKW  NPOrpaMMHbIX  MOAYIEN,
OMnK-13.5 | cpeaamu paspaboTkM | peanuayiowmx  3ajaum, CBs3aHHble C  OGECTedeHMem
nporpammHoro $e30MacHOCTM OMEepaLMOHHBIX CUCTEM PAaCTPOCTPAHEHHBIX
obecneyeHus; CEMEiCTB:;
enafest HaBblkami — HaBblkamMy pa3paboTku, OTNagku, JOKYMEHTUPOBAHWS U
OrlK-13.6 paspaborku, oTnanky, TeCTUPOBaHWS NporpamMm; ’ ’
[OKYMEHTUPOBaHWS " ’
TECTUPOBAHMS MPOrPaAMM; —HaBblkaMy  paspaboTkM anropuTMOB AJIS  peLLeHUs
BRageer HaBbikamy | TVNOBbLIX NPOGECCMOHAaNbHbIX 3aaau.
onK- pa3paboTkn anropMTMOB
ONs pelleHust  TUMoBbIX
13.17
npodeccroHanbHbIX
3agav;
Ymeet NPUMEHSITb
OnK- cpeactBa M MmeTodbl
13.18 aHanusa nporpaMmmHOro
obecneyeHns ans
BbISIBNIEHWS 3aKNagok
Ymeet NPUMEHSITb
MeToabl aHanusa
OflIK- NPOEKTHBIX PeLueHnn Ans
13.19 obecneyeHus
3aLUMLLEHHOCTU
KOMMbIOTEPHbBIX CUCTEM.
YMmeTb NPUMEHSITb
COBpeMeHHble  cpefcTea
OflIK- obecneyeHus
13.21 MHOPMALIMOHHOWM
Ges3onacHoCTU nporpamMm
N [aHHbIX
YMeeT NpoBoAUTL aHanu3a
OFK- NporpaMMHbIX  CPeAacTB,
13.23 NpUMEHSIEMbIX ans
KOHTpONS M 3aluThbl
MHopMaLmm

OrIK- CrnocobeH ymeeT npoekTMpoBaTb | YMeTb:

14, npoekmuposams  6a3bl pensiuMoHHbIe 6a3bl — MPOEKTUPOBaTb  PENsLMOHHbIe  6asbl  AaHHbIX U
0aHHbIX, [AaHHBIX W OCYLLECTBMATb | OCYLLECTBATbL HopManusaumio OTHOLLEHUI npwu
adMuHUCmpuposams OfMK-14.4 | Hopmammsauuio NMPOEKTUPOBAHWUN PENSALMOHHOW 6a3bl AaHHbIX;
cucmembl  yripaeneHus ' OTHOLUEHUI npu — HacTpamBaTb W MNPUMEHATbL COBPEMEHHble CUCTEeMbI
6azamu OaHHbIX 8 npoeKkTupoBaHUn ynpasneHuns 0a3zamun OaHHbIX;
coomeemcmeuu c pensALMOoHHOM 6asbl — Nonb30BaTbCs cpeactesamu 3aWumThl,
mpebosaHusmMu no AaHHbIX npepocTaensiembivmu CYB[;
3awume uHgopmayuu ymeeT HacTpavBatb WU — co3faeaTb [OMNOMHWUTENbHbIE cpeAacTBa 3awuTbl 6a3

OMK-14.5 | MPVMEHSATL COBPEMEHHBIE | naHbix;
cucremel ynpasnexus — NMPOBOAWTL @HaNM3 1 OLEHNBaHWE MEXaHN3MOB 3aLLMThI
6a3aMm AaHHbIX 6a3 gaHHbIX.
BnageeT MeToaukon u
HaBblkaMu COCTaBNeHUs | BnapeTb:
OfK-14.6 | sanpocos ana  noucka — METOAMKON U HaBblkamy COCTaBIEHWSI 3anpocoB AnA
nHdopmauum B 6asax .
nowcka nHcopmMauum B 6asax AaHHbIX;
[aHHbIX 3
ymeet NONB3OBATLCS —METOAUKON W HaBblkaMW  WCMOSIb30BAHWUS  CPEACTB
OrK- cpeacTBaMu 3aluThl, | 38WMTbI, NPefoCTaBIAeMbIX CYBbA.
14.11 npegocTaBnseMbiMun
CYB[;
ymeet co3faBaTb
OrlK- [ONONHUTENbHbIE
14.12 cpegctBa  3awmTbl  6as
[aHHbIX;
OnK- yMeeT NpOBOAUTL aHanu3a
14.13 " oLeHuBaHue

MexaHU3MOoB 3aluThl 6a3




AaHHbIX]

OrlK-
14.14

BnageeT
HaBblkamu
MCNONb30BaHNSA CPeAcTB
3alnThI,
npeaocTaBnsieMbIX

CYB[.

MeToauKON 1

OfIK-
15.

CriocobeH
adMuHuUcmpupos8ams
KOMIbomepHble cemu
u KOHmMposnuposams
KOPPeKmHocmsb ux
YHKUUOHUpPOBaHUSI

Or1K-15.6

ymeet oCyLLeCTBNATb
NpoeKTMpoBaHne "
oNnTUMMU3aLIO
YHKLIMOHUPOBAHNS
KOMMbIOTEPHbIX CeTel;

OlnK-15.7

Brnageet HaBblkamu
aAMVHUCTPUPOBAHNS
KOMIMbIOTEPHBIX CETEW;

YmeTb:
— OCYLLECTBNSATL  MPOEKTUpoBaHNe #”
PYHKLIMOHNPOBAHNS KOMMBIOTEPHbLIX CETEN.

onTuMusauuro

Bnapgetb:

— HaBblkaMu
ceTen.

aAMUHUCTpUpoOBaHUA KOMMbKOTEPHbIX

Of1K-
16.

CriocobeH nposodumsb
MOHUMOPUH2
pabomocnocobHocmu u
aHanus
aghgpekmusHocmu
cpedcme 3auums|
UHopmayuu 8
KOMIbOMepHbIX
cucmemax u cemsx

OrlK-16.6

ymeeT hopMynupoBaTh 1
HacTpavMBaTb  MOMUTKKY
6e30nacHOCT OCHOBHbIX
onepaumoHHbIX CUCTeM, a
Takke NOKarbHbIX
KOMMbIOTEPHBIX  CETeMN,
MOCTPOEHHbIX  Ha  UX
OCHOBE;

OrlK-16.7

ymeeT NpUMEHSITb
3alULLEHHbIE

NPOTOKOJSIbI, MEXCeTeBble
9KpaHbl M cpeAcTBa
OBHapyXeHns BTOPXEHUI
ans 3aWuThbI

MHOPMaLMK B CETSIX;

OrlK-16.8

ymeeT OCYyLLeCTBNATb
Mepbl MPOTUBOAEWCTBUSA
HapyLIeHnam ceTeBon
6esonacHocTn c
MNCMNONb30BaHNEM
Pa3nuyHbIX MPOrPaMMHbIX
M annapaTHbIX CPeAcTB
3aLmThI;

OrlK-16.9

HaBblkaMun
MeXCceTeBbIX

Bnageet
HaCTPONKM
3KPaHOB;

OrlK-
16.10

BnageeT
aHanusa
Tpaduka;

MeToauKamMmu
ceTeBoOro

OrlK-
16.12

Ymeet BbISIBMSATb
OencTBne BPEedOHOCHbIX
rporpamm, U onpeaensiTb
xapakTtep nx
BO3[ENCTBYUS.

Or1K-
16.16

Ymeet BbINOMNHATL
paboTbl no
BOCCTaHOBIEHUIO
paboTocnoco6HocTH
cpeacTs 3aLUmnThI
MHOopMaLum npu
BO3HWKHOBEHUN
HeLUTaTHbIX CUTyaLmi

YmeTb:

— dhopmynmpoBatb " HacTpausaTb MOANTUKY
6e30nNacHOCTU OCHOBHbIX OMEPaLMOHHBIX CUCTEM, a TaKkke
noKanbHbIX KOMMbIOTEPHBIX CeTeN, MOCTPOEHHbIX Ha WKX
OCHOBE;

— MPYMEHATL  3alUMLLEHHbIE MPOTOKOMbI, MEXCEeTeBble
3KpaHbl U cpeAcTBa OOHapPYXeHVS BTOPXKEHWN AN 3aluTbl
nHpopmaLmn B ceTsx;

— OCYLLECTBNATb Mepbl MPOTUBOAEVWCTBUA HAPYLLEHNSM
ceTeBon 6e30MacHOCTM C MCMOMb30BaHMEM  PasnUYHbIX
NporpaMMHbIX 1 annapaTHbIX CPEACTB 3aLUMThl;

— BbISIBNSATb  [AEWCTBME BPEOOHOCHBbIX Nporpamm, W
onpeaensiTb xapakrep nx BO3QencTaus;

— BbINOMHATb paboThbl no
paboTocnocobHOCTM CpeAcTB  3almThbl
BO3HWKHOBEHWMN HELUTATHBIX CUTYaLUN.

BOCCTaHOBJIEHMIO
MHopMaumm npu

Bnapgetb:
— HaBblKaMW HACTPOWKN MEXCETEBbLIX 3KPaHOB;
— MeToAuKamMKn aHanmsa ceTeBoro Tpaduka.

OfIK-
4.1.

CrnocobeH
opeaHu308bI8amb
3awumy uHgopmayuu 8
KOMIbOMepPHbIX
cucmemax u cemsix (no
obnacmsam
PUMeHeHUsT)

OflK-4.1.5

BnageeT
NPUMEHEeHUs
aHanuTUYecknx "
KOMMbIOTEPHBIX MoZenen
0b6beKkTOB
MHopmaTU3aLmm npu
co3faHum cucTem
3alWmTbI MHGOPMaLuK;

HaBblkamMu

Bnapetb:

—  HaBblkaMu NPUMEHEHMS aHanmMTUYecKnx "
KOMMbIOTEPHBLIX MoZenel OGbEKToB WHopmaTU3auuu npu
CO34aHUM CUCTEM 3aLLMTBI MHOPMaLN.




OrlIK- CrnocobeH BnageeT HaBblkamu | BrageTs:

4.2. aHaIu3upoeans NpoBeAeHNs —  ananusa — HaBblkaMu NPOBEAEHWS aHanM3a  3alLULEHHOCTH,
SalUUEHHOCMb, SalNLLEHHOCTH, MOHUTOPUHra, —ayauta W OBECreYeHWst  KOHTPOIbHbIX
npogodume MOHWTOpUHIa, ayauTa U | npogepok (pyHKLMOHNPOBAHUS! 7 6e3onacHoCTH
MOHUMOpUHe, ayoum u obecniederns KOMIMBIOTEPHBIX CUCTEM W CETEI.

KOHMPOJIbHbIE KOHTPOMbHBIX  NMPOBEPOK
nposepKu YHKLMOHNPOBaHUSA n
pabomocrnocobHocmu u 6e3onacHocTu
3awuweHHocmu KOMMbIOTEPHBIX CUCTEM ©
KOMIMbIOMEPHbIX OfK-4.2.3 | ceteir;

cucmem u cemel (no

obnacmsam

rPUMEHeHUSs)

OrIK- CnocobeH Brageet HaBblkamn | Bnapgetsb:

4.3. paspabambieamsb u ynpaeneHus npoLeccom — HaBblkamu  yMpaBneHus MpoLEeccoM peanusauum
aHarnusuposams peanusauuu NONMUTUKM | NONMUTUKN MHOPMALIMOHHOW 6e30MacHOCTU KOMMbIOTEPHBIX
KOPPeKmHocmo MHOPMaLMOHHOM CUCTEM W CeTel, opraHn3aumny 1 NogaepXaHus BbINOMHEHNS
nonumuku 6e3onacHocTu komnnekca Mmep no obecneyeHnio  MHHOOPMAaLIMOHHON
UHGopMayuoHHOU KOMMbIOTEPHBIX CUCTEM U | 6e30MacHOCTU BbIMUCIUTENBbHBIX CUCTEM.
6e3onacHocmu OMNK-4.3.4 ceTen, opraHuMsaumm wu
KOMIMbIOMEPHbIX nogaepxaHvs
cucmem u cemel (ro BbINOMHEHNS  KOMMIekca
obnacmsam Mep no obecneveHnto
rpUMEeHeHUSs) MHOPMaLMOHHOM

6e3onacHocTu
BbIYMCIIUTESbHbBIX
cucTem;

MK-1. CriocobeH nposodumsb npoBOANT OueHKy | YMeTb:
aHanu3 mpebosaHull u COOTBETCTBUS — MpoOBOAUTb  OLEHKY COOTBETCTBUS  MEXaHU3MOB
8bIMOHAMb Pabomal 1o MeXaH13mMoB 6e30nacHOCTM  KOMMbIOTEPHON  cucTeMbl  TpeboBaHWsIM
IpoeKkmMupo8aHuUto 6e3onacHocTu HOPMaTUBHbIX [OKYMEHTOB, @ Takke WX KOPPEKTHOCTM
npo2pamMmMHbIX u KOMMbIOTEPHOW  CUCTEMbI | CYLLECTBYIOLLMM PUCKaM.
arnnapamHbix TpeboBaHuAM
KOMIMOHeHmM  cucmems! HOPMaTUBHbIX
besonacHocmu [1K-1.4 [OKYMEHTOB, a Takke uX
KOMIMbOMEPHbIX KOPPEKTHOCTU
cucmem u cemel, 8 CYLLIECTBYIOLLMM pUCKaM;
mom qucrne c
ucronb308aHuemM
COBPEMEHHbIX Memodos
u cpedcme 3awjumsi
UHghopmayuu

lK-2. CrnocobeH npuHumMams npumeHsieT YmeThb:
y4dacmue 8 aKkcriepmuse a(pheKTUBHLIE METOObI U — MNpUMeHATb 3deKTUBHbIE MeToAbl U cpeacTea
u aHarnuse K. cpeacTtBa nnaHMpoBaHua | NNaHUpoBaHUA N opraHusaummn nccrnepoBaHui u paspaboTku;

- -2.1
ysa3sumocmed, yepo3 u " opraHusaumm —  NpoBOAMUTbL TeopeTuyeckue " npuknagHoe
UHYudGeHmos ncenenoBaHun M | uccnegoBaHe yYpPOBHEN  3aLUMLLEHHOCTUM  KOMMbHOTEPHbIX
UHgbopMayUOHHOU pa3paboTku; CUCTEM U ceTei.
besonacocmu 8 npoBOAWT TeopeTnyeckue
KOMIMbIOMEPHbIX " npUKnasHoe Bnagetb:
cucmemax u cemsix K25 nccnefoBaHve  ypoBHeW — MeTofjamMM M CPEACTBAMM  MNaHMpOBaHWS U
3aLUULLEHHOCTH opraHv3aummn uccnefoBaHuin u paspaboTku.
KOMMbIOTEPHBIX CUCTEM ©
ceten;

MK-3. CnocobeH 3HaeT MeToabl | 3HaTb:
yyacmeosameb 8 aAMWUHUCTPUPOBaHUSA — MeTodbl aAMWHUCTPUPOBAHUSI CUCTEM YMNpaBreHUsi
pabomax mno cuctem ynpaeneHusi | cobbiTUsMU  MH(OPMALMOHHON  6e30MacHoCTU,  CUCTEM
poeKkmuposaHuUto cobbITUAMM oBHapyXeHUs 1 NpeaoTBPaLLEHNST BTOPXXEHWUIA, MOHUTOPUHIa
cucmem 3awumsl 1K-3.2 MHPOPMALIMOHHOW COObITUI N UHUMAEHTOB.
uHghopmayuu 8 6e3onacHocT,  cucTEM
KOMIMbOMEPHbIX obBHapyxeHus n | YmeTb:
cucmemax u cemsx rpu npenoTepalleHns — y4yactBoBaTb B MPOEKTUPOBAHUM CUCTEMbI 3alLUTbI
peweHuu BTOPXEHUN, MOHUTOPUHTA | MHDOPMALUU U MOACUCTEM MHAOPMALIMOHHON 6e3onacHoCTy
HpOCpeCCUOHaﬂbeIX, coObITUI U WHUMOEHTOB, KOMI‘IblOTepHOIZ CUCTEMBbI.
uccredosamesnibCKux U BbINOMHAET npoBepKy
npuknadHbix 3aday yCTOMYMBOCTM Bnagetsb:

MPUAOKEHNN K BHELHEMY — HaBblkAMM MPOBEPKN YCTOMYUBOCTU MPUMOXKEHUIA K
HECAHKLIMOHVPOBAHHOMY | phaiijyeMy HeCaAHKLMOHMPOBAHHOMY AOCTYMY, B TOM uucre

[1K-3.5 AOCTyny, B TOM HYUCN€ | pnopepka  yCTOMYMBOCTM  BEG-MPUNOXKEHU K aTakam,
NpoBepka  yCTOMHMBOCTU | npveHeHne cpeacTB KOHTPOMS 6€30MacHOCTU, yripaBneHue
Beb-npunoxeHmi K'| kpuntorpachuueckumu cpeacTBamu, a Takke OpraHU3aLmst
arakam, NPUMEHEHNE | \ienonpusiTuin no oBecneveHmio kubep6e3onacHoCTU.

cpeacTs KOHTpOnsi




6esonacHocTy,
ynpasrneHue
KpunTorpacunyeckmumm
cpeactBamy, a  Takke
opraHu3auus
MeponpuaTUii no
obecneyeHnto
KnbepbesonacHocTy;
cnocobeH y4yacTBoBaTb B
NPOEKTMPOBaHNM
CcUCTEMBI 3aLmnThI
MHOopMaLnm "
nogcmcTem
NHMOPMaLMOHHOM
6e3onacHocTu
KOMMbIOTEPHOW CUCTEMbI;

1K-3.6

13. O6beM npakTUKM B 3a4€THbIX eauHULAX / aK. Yac. (s coomeemcmeuu ¢ y4ebHbIM MiaHoM) —
6/216.

Pdopma NpoOMeXYTOHYHON aTTecTauumm 3a4em ¢ OUEHKOU.

14. TpypoeMKocTb No Buagam y4ebHown paboTbl

TpynoemMKocTb
Bcero Mo cemecTpam
Bug y4ebHow paboTbl
A
u. y., B hopme
Mnn
Bcero yacos 216 216 162
B TOM YuMChe:
KoHTakTHasa pabota (Bkntoyast HAC) 4 4 3
CamocTosaTensHasa pabota 212 212 159
UToro: 216 216 162
15. CopepxxaHue npaktuku (unu HAP)
n/n O6bem yyebHonm paboThbl, 4
Pasgenbl (aTanbi) Buibl yueGHOI paBoTbl KoHTakTHble | CamocTosiTe
NMpaKkTUKn yachl nbHas
paboTta
1. | OpeaHu3ayuoHHo- npoBefdeHne cobpaHuss MO opraHu3aumMyM NpakTUKK;
nodzomosumersibHbl | YCTAHOBOYHbIA WHCTPYKTaX MO 3ajadam, CcpokaMm MU
t aman TpebyemMo OTYETHOCTW; WHCTPYKTaX MO TEXHWKe
©esonacHocTn paboTbl; dopMynupoBKka 3agady  Aans
peLLeHnst B Xo4e NpakTUKM U COCTaBreHne nnaHa paodor;
noaroToBka [OKYMEHTOB, MNoATBepXAawowmx  gakT
HanpaBieHNA Ha MpaKTUKy; MNOSNyYeHne 3agaHusa oT 1 12
pyKoBOAMTENS NpPaKkTUKu; NPOW3BOACTBEHHbIN
WHCTPYKTaX,; O3HaKoMIleHWEe CTYOEHTOB c
opraHM3aunoHHON CTPYKTYpOK nNpodunbHON
opraHu3auuu, NpMMEHSAEMOMN annapartypomu n
nporpaMmmHeiM obecnevyeHnemM, HOpMaTUBHLIMU aKTaMM
N VHCTPYKUNSIMMU.
2. | lNpoekmHo- M3y4yeHne HOPMATMBHbIX [OKYMEHTOB MO  3alyuTe
3KcrislyamayuoHHbl | nHdopMaumm n MeTognkamu NpoBepKM 3alUULLEHHOCTM
U aman obbekTa WHopMaTmn3aLumm; O3HaKoMIleHue C > 100
npuHUMNamm chopmMmpoBaHus NONUTUKN
MHpopMaunoHHon 6Ge3onacHOCTM B KOPNOpaTUBHOM
MHPACTPYKTYpe;  OUEHKa  puckoB  6e30nacHOCTU




MHOPMaLMOHHON CUCTEMBI; O3HaKoOMJieHne c
NOSINTMKON WHGOPMAaLNOHHON ©esonacHocTu
OENCTBYIOWEN B KOpPNopaTtMBHOW  WHMPACTPYKTYype;
O3HaKOMIlEHMe C  NpUMEHSEeMbIMW  CpeacTBamu,

MeToAamm n TEXHOMNOrMsIMM obecneyeHus
3aLUULLIEHHOCTM  KOpPNopaTMBHOM MHAPACTPYKTYpbl 1
obecneyeHuns MHOPMaLIMOHHOM ©e3onacHoCcTH;

paspabotaTb NpeanoXeHus Mo COBEPLUEHCTBOBAHUIO
cnctemMbl MHOPMaLMOHHOM 6e30MacHOCTU.

3. | OgopmreHue onucaHue npogenaHHon paboTbl C CaMOOLLEHKON
omyéma o pe3ynbTaTtoB NPOXOXAeHUs NpaKkTuKuy;
umoaam rpakmuku | (GOpMynMpoBaHME BbIBOAOB W  MpeariokeHun no
OopraHun3aumm NpakTUKK.

1 100

CoaepxaHue npakTU4ecKoW MOArOTOBKM NpW NpOBeAeHUM NPaKTUKU yCcTaHaBfMBaeTCs
NCXOAS W3 COAEepXaHusi U HanpaBreHHOCTM obpas3oBaTeflbHOM MpPOrpaMmbl, COAEPXKaHUSA
npakTukn, ee uUeneh W 3agad. [lpakTnyeckas noarotoBka nNpW NPOBEAEHUU MPaKTUKK
HanpaBneHa Ha OpPMMPOBaHNE YMEHUI N HABbIKOB B COOTBETCTBUM C TPYAOBbIMU AEACTBUAMM
n (Mnun) TpyaoBbIMU PYHKUMSIMU NO Npodunio obpasoBaTenbHOM NporpamMmeil.

MpakTnyeckas nNOAroToBKa MPOBOAMTCSA MYTEM HENOCPEACTBEHHOrO  BbIMOSTHEHUS
obyvarowmmmca onpedeneHHblx BMAOB paboT, cBA3aHHbIX C Oyayuien npodeccrMoHanbHom
AEATENbHOCTbLIO, CNOCOBCTBYHOLLNX (POPMUPOBAHMIO, 3aKPEMNNEHMIO U PA3BUTUIO MPAKTUYECKNX
HaBbIKOB M KOMMNETEHLUMI NO Npodunio COOTBETCTBYHOLLEN 0O6pa3oBaTENbHOM NPOrpamMmsi.

Ne | Twunbl 3agay | dopmupyemble dopmupyemble
n/n | NPOeccroHanbHoW | npodeccnoHanbHble KOMMNEeTEeHLUM obwenpodeccnoHarnbHble
AEATENBHOCTU KOMMeTeHuUn creuuanusaum
1 HayyHo- lMK-2.5 nposodum  meopemuyeckue U
uccrnedosamenbcKuli npuknadHoe uccredosaHue yposHel
3aUUUEHHOCMU KOMIMBbIOMEPHBLIX cucmeM U
cemed.

2 lMpoekmHnbIl MK-3.2 3Haem memoOb! | OFIK-4.1.5 enadeem HaebikaMu NPUMEHEHUs
adMUHUCMPUPOBaHUsSI CUCMEM yrpaesieHusi | aHanumuyeckux U KOMIbIOMepHsIX modesned
cobbImusiMU UHopmMayuoHHoU | 06bekmog uHGopMamusauyuu fpu  co3daHuu
besonacHocmu, cucmem ObHapyxXeHusi U | cucmem 3aujumbl UHGhopMayuu.
npedomepalyeHusi emopxeHu,

MOHUMOpPUHaa cobbimuli U UHYUOEHMOS;
[1K-3.6 crocobeH y4Jacmeosamb 8
npoekmuposaHuu  cucmeMbl  3auumsl

UHghopmayuu u nodcucmem
UHGhopMayUOHHOU 6e3onacHocmu
KOMIMbIOMepPHOU cucmembl.
3 KoHmpornbHo- lK-1.4 nposodum oueHKy coomeemcmeusi
aHanumuyeckudl MexaHu3moe 6e30nacHOCmu KOMIbMePHOU

cucmembl  mpebo8aHUSM  HOPMamueHbIX
O0OKYMeHmMo8, a makxe UX KOppeKkmHocmu

cywecmsyrowum puckam.
4 OpzaHu3ayuoHHO- [1K-3.5 ebInosniHsem nposepKy ycmolvusocmu
yripasneHyeckuti npunoxeHud K 8HEWHeMy

HecaHKYUOHUPO8aHHOMY docmyry, 8 MmoMm
yucrie  rnposepka  ycmouyusocmu  8eb-
npunoxeHull K amakaMm,  NpUMEHeHue
cpedcme KOHMporisi 6e3onacHocmu,
ynpaerneHue Kpunmoepacghudeckumu
cpedcmeamu, @ makxe  opaaHu3ayusi
meponpusmud no obecriedeHuro
KubepbesonacHocmu.

5 BkennyamayuoHHbIU lK-2.1 npumeHsiem sgpcpekmueHbie memoodb! | OFlK-4.2.3 enadeem Hagblikamu pPo8edeHUs
u cpedcmea rnnaHUPOB8aHUsl U op2aHu3auyuu | aHanusa 3awjuweHHocmu, MOHUMOpPUHea,
uccnedosaHul u paspabomku. ayouma u obecrieyeHusi KOHMPOSIbHbIX MPO8EPOK
yHKUUOHUPOBaHUS u 6e3sonacHocmu
KOMIMbIOMepHbIX cucmem u cemel;

OlrlK-4.3.4 enadeem HabiKaMu yripaeneHusi
npoyeccom peanusayuu nonumuku
UHGbopMayUOHHOU 6e3onacHocmu
KOMIMbIOMEPHbIX cucmem u cemel, opaaHu3ayuu
u noddep>kaHusi 8bIMOIHEHUSI KOMIIeKca mMep 1o
obecrniedeHuto UHopmayuoHHoU 6esonacHocmu
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16. MNepeyeHb y4yebHOM nuUTepaTypbl, pecypcoB ceTu «UHTepHeT», HeoOXoAMMBbIX Ans
NPOXOXAEHUA NpaKTUKK (CrIUCOK lumepamypbl 0¢hopmsiemcss 8 coomeemcemeuu ¢ mpebogaHusIMU
IOCT u ucnionb3yemcsi obuwasi ckeo3Hasi Hymepauus 0r1s1 cex auG08 UCMOYHUKO8)
a) OCHOBHas nuTepaTtypa:
Ne n/n McToYHUK

1 Wknsp, M.®. OcHoBbl Hay4HbIx uccnegosanmin / M.®. Wknsp. — Mockea: Jawkos n Ko, 2012. —
" | 244 c. URL:http://biblioclub.ru/index.php?page=book&id=112247.
HosukoB A.M., HoeukoB [1.A. MeTogonorus HayvyHoro uccnegosanums. — M.: Jinbpokom. 2010 —
280 c. URL:http://www.methodolog.ru/books/mni.pdf.
MenbHukoB B. I1., KneiimeHoB C. A., NeTpakos A. M. HdopmaumoHHas 6e3onacHoCTb 1 3almTa
nHpopmaumun. - M.: Akagemus, 2007. — 330 c.
OcHoBbI ynpaBneHus uHpopmaLmnoHHon 6esonacHocTbIo: [yuebHoe nocobue ons CTyaeHTOB
BY30B, 00y4aloLLMXCs Mo HanpaBneHsM NoAroTOBKM (CneumManbHOCTAM) YKPYNHEHHONM rpynnbl
cneumanbHocTen 090000 - "NHdopm. 6esonacHocTb"] / A.lM. Kypuno [n gp.]. — 2-e u3g., nenp. —
Mocksa: Nopsayvasa nuHua-Tenekom, 2014. — 243 c. : un., Tabn. — (Bonpocsl ynpaBneHus
NHdOpMaLMOHHOM 6e3onacHocTbio ; KH.1) .— Bubnuorp.: ¢.234-239 .— ISBN 978-5-9912-0361-
6.
Kpakosckun, KO.M. MHdopmaumnoHHas 6e3onacHoCTb 1 3awmTa nHgopmaumun: y4ebHoe nocobune
ans ctyd. oby4. no cneunanbHOCTU «HOPMaLNOHHBIE CUCTEMbI U TEXHOSNOMMMY» OHEB. U 330M.
dopm obydeHus / O.M. Kpakosckuin. — M.; Poctos H/O: MapT, 2008. — 287 c. : un .—
(Y4ebHbIi Kypc) .— Bubnuorp.: ¢.221 .— ISBN 978-5-241-00925-8.
Onennuik IM. T1. KopnopaTuBHble MHpOPMaLMOHHbBIE CUCTEMBI: Afsi GakanaBpoB 1 CNeLnanmncToB:
6. | y4ebHuk onga ctya. By3os, 06y4. no Hanpaen. 080800 "MNpuknagHas nHdopmartmka (no
obnactam)" u gp. akoH. cney. — Cl16.: MNutep, 2012. — 176 c.
doctep, Dxenmc. 3awmuTa oT B3fnomMa: CokeTbl, akcnnownTel, shell-koa/ [x. ®octep, M. Npaiic;
nep. c aHrn. A. A. CnmHkmHa. — Mocksa: MK [Mpecc, 2008. — 784 c.: un. — (MHdopmaunoHHas

2.

7| GesonacHocTs). — ISBN 5-9706-0019-9: 449.10 p. —
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1117>.
Ckyauc, 3a. NpoTneocTosiHMe xakepam. [oLaroBoe pykoBOACTBO MO KOMMbIOTEPHBLIM aTakam u
8 acpcpekTnBHoM 3awmTte/ 3. Ckyanc. — Mocksa: MK lMpecc, 2009. — 512 ¢. — (BawmTta un

agMuHucTpupoBaHue). — ISBN 5-94074-170-3: 176-00. —
URL:http://e.lanbook.com/books/element.php?pll_cid=25&pll id=1112.

ony6, Bnagumup AnekcaHgposud. 3awmuta oT Bpe4OHOCHOTO NPOrpaMMHOro obecneyeHus:

9. | yyebHoe nocobve ans By3os / B.A. Nony6; BopoHex. roc. yH-T.— BopoHex: JIOIN By, 2006. —
31 c. — bubnuorp.: ¢.30 .— URL:http://www.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf.
XoBapg, Mavikn. 19 cMepTHbIX rpexoB, yrpoxatowmx 6esonacHoctu nporpamm. Kak He gonyctuTb
TUNNYHBIX owmnbok/ M. Xosapa, [. Jle6nank, [x. Buera; aBT. npeavicn. A. MopaH. — Mocksa:
10. | AMK Mpecc, 2009. — 287 c. — 3arn. u aBT. opwur.: 19 deadly sins of software security / Michael
Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X. —
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1118>.

3anues 0.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors: O6HapyxeHue 1 3awmTa /
0O.B. 3anues. — CI16.: BXB-lNetepbypr, 2006. - 304 c.

12. | MpockypwuH B. I'. 3awmTa nporpamm 1 gaHHbix - M.: Akagemus, 2011, — 198 c.

YnpaBneHve BHegpeHvemM MHOPMaLMOHHbBIX CUCTEM: KypC Nnekumn: y4eb. nocobue ong
CTYOEHTOB BY30B, 00y4aloLMXCs NO cneunanbHOCTaAM B 06nactn nHgopm. TexHonorun / B.U.

11.

13. pekyn, . H. deHnweHko, H.J1. KopoBknHa. — M.: UHTepHET-YH-T uHdhopM. TexHonorui, 2008.
[OnekTpoHHbIn pecypc] URL: http://www.intuit.ru/studies/courses/2196/267/info/.
14 HOpuH W.1O. TeopeTnyeckue n npakTmyeckme oCHOBbI 3aLuTbl MHGopmauumn. 2012,

http://library.sgu.ru/uch_lit/620.pdf.

ActaHnuH, WN.K. 3awmTa nigopmanmmn: yuebHoe nocobue ans sysos / U.K. ActaHuH, H.U.

15. | ActaHuH; BopoHex. roc. yH-T, JlnckuHckumn counuan. — BopoHex: BopoHex. roc. yH-T, 2006. —
bubnuorp. : ¢.169 .— ISBN 5-9273-1080-x.

LWaHbrmH, B. . 3awmnta KomnboTePHON MHOpMaUun. SddeKTnBHLIE METOAbI U cpeacTaa/
WaHbruH B. ®. — Mockea: AMK lMpecc, 2010. — 544 c.: un., Tabn.; 24 cm.—
(AZMUHUCTPUpOBaHUWe 1 3awmTa). — JdonyueHo YyebHo-MeToanyYeckuM o6beamHeEHEM BY30B
16. | N0 yHMBEPCUTETCKOMY NONMTEXHUYECKOMY 06pa3oBaHUio B kadecTBe y4yebHoro nocobust ans
CTYOEHTOB BbICLLMX Y4€OHbIX 3aBeAeHWI, obyyatoLwmxcsa no HanpaesnexHuto 230100
«UMHpopmaTrka 1 BelunCcnUTeNbHas TexHuka». — ISBN 978-5-94074-518-1. —
URL:http://e.lanbook.com/books/element.php?pll cid=25&pl1l id=1122.



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=5487&TERM=%D0%A8%D0%BA%D0%BB%D1%8F%D1%80,%20%D0%9C.%D0%A4.%5B1,1004,4,101%5D&LANG=rus
http://biblioclub.ru/index.php?page=book&id=112247
http://www.intuit.ru/studies/courses/2196/267/info/
http://library.sgu.ru/uch_lit/620.pdf

17.

NwenHos B.A. 3awmTa koHbmaeHumansHom nHdopmaumm: [ydebHoe nocobue ans cTyq. By30B,

00yy. no cneumnansHocTy 090103 "OpraHmsaums u TexHonorns 3awutsl MHgopmaummn” n 090104
«KomnnekcHas 3awmTa o6bekToB MHGopmaTusauumn»] / B.A. NwerHos, M.B. MeuaTtyHsH .— M. :
OOPYM, 2009 .— 254 c. — ISBN 978-5-91134-336-1.

6) gononHuTenbHas nuTeparypa:

Ne n/n

NcTouHnk

18.

Mypomuesa A. B. UckyccTso npeseHTaunn. OCHOBHbIE MpaBuia n NpakTuieckue
pekomeHgaumn / A.B. Mypomuesa. — Mocksa: ®nuHTa: Hayka, 2014. — 108 c.

19.

KpyunHuH, B.B. KOMNbOTEPHbBIE TEXHONMOMMU B HAYYHbIX MCCNEAOBaHUAX: y4eOHO-
meToanyeckoe nocobue / B.B. KpyunHuH. — Mocksa: TYCYP (Tomckuin rocygapCTBeHHbIN
YHUBEPCUTET CUCTEM YNPABEHNS N PaaNO3NEeKTPOoHUkM), 2012. — 57 ¢. — Pexum goctyna:
http://e.lanbook.com/books/element.php?pll id=11269.

20.

AHppees, .. OcHoBbI Hay4YHOM paboTbl 1 METOAOMNOMMSA ANCCEPTALMOHHOIO nccneaoBaHms /
.. Angpees, B.B. bapsuHeHko, B.C. Bepba. — Mockea: ®PnHaHchl u cTaTucTuka, 2012. — 296
c. — Pexxum poctyna: http://e.lanbook.com/books/element.php?pll id=28348.

21.

Cuctembl n cpeactea nHdopmaTtuku: Exxerogrnk / I'n. peg. U.A. Cokono. — Mocksa: UM
PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

22.

depnepanbHbii 3akoH oT 27 utonsa 2006 roga Ne 149-d3 «O6 nHdopmaumm, MHOPMaLNOHHBLIX
TEXHOMNorMaAX u o 3awmre nHdopmaummy // CobpaHme 3akoHogaTensctea Poccuickom
Pepepaumm, 31.07.2006, Ne 31 (1 4.), cT. 3448.

23.

depnepanbHbii 3akoH oT 27 utonsa 2006 roga Ne 152-d3 «O nepcoHarnbHbIX AaHHbIXY //
CobpaHuve 3akoHogaTtenscTBa Poccunckon ®eapepauun, 31 nons 2006 roga Ne 31 (1 4.), cT.
3451.

24,

FOCT P MCO/M3K 27001-2006 NHdopmaumoHHasa TexHonorus. Metoapl u cpeagctea
obecneyeHus 6esonacHocTn. CUCTEMbI MeHeKMEHTa MHopMaLnoHHoN Be3onacHoOCTL.
TpeboBaHus. (yTBepxaéH 1 BBeOEH B Aencteume Nprnkaszom degepanbHOro areHTcTea no
TEXHUYECKOMY perynmpoBaHuio n metponorum ot 27 gekabps 2006 r. Ne 375-cT).

25,

Mpuka3s ®egepanbHON Cry0Obl MO TEXHUYECKOMY M 3KCMOPTHOMY KOHTponto Poccuu ot 11
despans 2013 roga Ne 17 «O6 ytBepxaeHun TpeboBaHun o 3awwmTte nHdopmaumm, He
COCTaBNSoLLEN rocygapCTBEHHYIO TaviHy, cogepXallencs B rocyaapCTBEHHbIX
MHOPMaLIMOHHBIX cnuctemax» // Poccuinckas raseta, Ne 136, 26.06.2013.

26.

Mpuka3 ®enepanbHON Cryx0Obl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTporto Poccuu ot 18
deBpans 2013 roga Ne 21 «O6 yTBEpPXXOEHMM COCTaBa U COAEPXKaHWSA OPraHN3auNoOHHbIX U
TEXHUYECKNX Mep No obecneveHnto 6e30nacHOCTN NePCOHanbHbIX AaHHbLIX NPy X 06paboTke B
MHOPMAaLIMOHHbBIX CUCTEMAaX NepcoHanbHbIX AaHHbIX» // Poccunckas raseta, Ne 107,
22.05.2013.

27.

MeTtoanyeckuin JoKyMeHT. Mepbl 3almTbl HpoOpMaLnn B rocyAapCTBEHHbLIX MHAOPMALIMOHHBLIX
cuctemax (yrB. PCTIK Poccum 11.02.2014).

28.

MoctaHoBneHue MNMpaButenscrtea Poccuiickon ®epepaumm ot 1 HoA6ps 2012 roga Ne 1119 «O6
yTBepXXaeHun TpeboBaHn K 3amnTe nepcoHarnbHbIX 4aHHbIX Npy ux obpaboTke B
MHOPMALIMOHHBIX CUCTEMAaX NepCoHanbHbIX AaHHbIX» // CobpaHue 3akoHogaTenbcTBa
Poccuiickon ®egepauun, 05.11.2012, Ne 45, cT. 6257.

29.

Meuepsikos B.A., XKenesHsik B.I1., boHgapb A.O., Ocunexko A.J1., BabknH A.H. lNMepcoHanbHble
AaHHble: opraHusauus obpaboTku n obecneyeHns 6e3onacHOCTM B OpraHax rocyaapCcTBEHHON
BNacTu n mecTtHoro camoynpasneHus / [Nop pea. B.A. MewwepsikoBa. — BopoHex: BopoHexckui
uHctutyT MB[ Poccun, 2014. — 186 c.

30.

MocTtaHoBneHne npaButenbcTBa BopoHexckon obnactu ot 28 anpens 2011 roga Ne 340 «O6
YTBEPXAEHUN MOJOXKEHMS O €UHOM PeecTpe rocyAapCTBEHHbIX MHAOPMALIMOHHBLIX CUCTEM
BopoHexckoi obnactu» // CobpaHne 3akoHogaTensctea BopoHexckon obnactun 20.06.2011 Ne
4, cT. 285.

31.

Epmowwkun H.H., Tapacos A.A. CTparterust nHopmMaLuMOHHbIX TEXHOMOMM NpegnpuaTus. M.:
M3a-80 MocKoBCKOro ryMmaHmtapHoro yHmsepcuteta, 2003.

32.

KopHees W.K., CtenaHoB E.A. 3awuta nHdopmauun B ocuce. — "Msgatenscreo lNpocnekt",
2008. — 333 c.

33.

AnekcaHgp [opoHuH. BusHec-paseaka http://fxt.com.ua/business_literatura/131-aleksandr-
doronin-biznes-razvedka.html.

34.

TaHneHb6aym 3. KomnbloTepHble cetn / 3. TaHeHnbaym. — CI16.: Nutep, 2005. — 991 c.

35.

Banbix A.C. OueHka BO3MOXHOCTEN aTtakn Ha nHcopmMmaumoHHyto cuctemy / A.C. Banbix, C.A.
Banbix // KnbepHeTturka n Beicokne TexHonornm XXI seka: matep. Xl mexgyHapopn,. Hay4.-Tex.
KoH. BopoHex, 11-12 mas 2011 r. — BopoHex : UINL BI'Y, 2011. - T.1. — C. 91-96.

36.

Maptbika T.J1. MHdopmaumoHHas 6esonacHoctb M.: POPYM, 2007

37.

MenbHukoB, Bnagnmup NMaenosuny. MIHpopmaumoHHas 6e30nacHOCTb 1 3alimMTa MHopmMauuu:



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3219&TERM=%D0%9C%D1%83%D1%80%D0%BE%D0%BC%D1%86%D0%B5%D0%B2%D0%B0,%20%D0%90%D0%BD%D0%BD%D0%B0%20%D0%92%D0%B0%D0%BB%D0%B5%D1%80%D1%8C%D0%B5%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus

y4yebHoe nocobue ons cTyd. By3oB, oby4y. no cneumansHoctn 230201 "MIHpopmaunoHHbIe
cuctembl n TexHonormn" / B.IN. MenbHukos, C.A. KnenmeHos, A.M. MNeTpakos; nog pea. C.A.
KnenmeHoBa. — M.: ACADEMIA, 2006. — 330 c.— (Bbicliee npodeccunoHansHoe
obpasoBaHue. VIHpopmaTurka 1 BeluncnutensHas TexHuka). — ISBN 5-7695-2592-4.
AHpgpuaHoB B.U."LLINnnoHckme wtydkn" n ycTponcTea Ans 3almtbl 06bEKTOB 1 MHGOpMaLMK:
Cnpas. nocobue / B.A.bopoawnH, A.B.Cokonos. — C-I16.: JlaHb, 1996.
AbanmasoB 3.M. MeToabl U UHXEHEPHO — TEXHUYECKNE CpeacTBa NPOTUBOAENCTBUS
WHpopmaumoHHbiM yrposam / 3.M.Abanmasos. — M.: NpoTtek, 1997.
40 Bacunesckuin .B. Cnocobbl 1 cpeacTea npefoTBpaLleHns yTeukm nHopmauum no

" | TexHnyeckum kaHanam / U.B.Bacunesckuin. — M.: HIL "Henk", 1998.
41. | Xopes A.A., Cnocobel u cpegctea 31 / A.A. Xopes. — MO P®, 1998.
FOCT P MCO/M3K 15408-2002 «MHdopmaLmoHHasa TexHonorua. MeToapl n cpeacrtea
obecneyeHuns 6esonacHocTu. Kputepum oueHkn 6e30nacHOCT! MHAOPMAaLMOHHBIX
TeXHoNorum», NPUHAT 1 BBeAeH B aenctene NoctaHoBneHnem Nocctangapta Poccum oT 4
anpens 2002 r. Ne 133-cT.
MCO/M3BK 31000:2009 «YnpasneHue puckamu. MNMprHumnsl n HanpaeneHusi», ISO Technical
Management Board Working Group, 2009.
MCO/M3BK 31100:2009 «YnpaBneHue puckammn. Metoamkum oueHkm puckar, 1ISO Technical
Management Board Working Group, 2009.
FOCT P MCO/M3K 27005-2010 «MHdopmMaLmoHHas TexHonormsi. MeToapl 1 cpeacTtea
obecneyeHnst MHopMaLNOHHON Be3onacHOCTU. MeHeaXMEHT pucka MHGOPMaLMOHHOM
©esonacHocTu», yTBepXKAEH 1 BBeAeH B Aenctaume lNMpukaszom PenepanbHOro areHTcTea no
TeXHu4eckomy perynvpoanuio n metponorum ot 30 Hoabps 2010 r. Ne 632-cT.
MenbHukos, Bnagnmunp MNasnosud. MHdopmaunoHHas 6e3onacHOCTb 1 3awmta nHpopmaumu:
y4yebHoe nocobue ansa ctyq. By3oB, oby4. no cneumanbsHocTn 230201 "MHdopMaLmoHHbIe
46. | cuctembl n TexHonormun" / B.IN. MeneHukos, C.A. KnenmeHos, A.M. MNeTtpakos; noa pea. C.A.
Knenmenosa. — M.: ACADEMIA, 2006. — 330 c. : un .— (Beicwiee npoceccuoHansHoe
obpasoBaHue. VIHhbopmaTmka 1 BeluncnutenoHas TexHuka). — ISBN 5-7695-2592-4.
Muporos B.1O. Accembnep n gusaccembnuposanue / B.FO. Muporos. — ClM6.: BXB-MNeTepbypr,
2006. - 464 c.
"oHyapos, rope Bacunbesuy. MIHopmaLumoHHasa 6e3onacHocTe. CnoBapb Mo TepMuHonoruu /
48. | N.B. NoHuapos, HO.I'. KupcaHos, O.B. PaiikoB. — BopoHex : BopoHexckas obnacTtHas
Tnnorpacms, 2015 .— 180 c. — Tupax 300. 11,3 n.n. — ISBN 9785442003246.
49. | BpycHnunH H.A. OTKpbITOCTb U WinuoHax / H.A.BpycHuuuH. — M.: BoeHusgaT, 1991.

38.

39.

42.

43.

44,

45,

47.

B) MHGOPMALIMOHHbIE 3NEKTPOHHO-00pa3oBaTenbHble pecypchbl (0duumaneHble Pecypchbl MHTEPHET)*:
Ne n/n Pecypc
1. | OBC JlaHb
OBbC «YHuBepcuteTckas bubnumoTeka online»
OBC «3nekTpoHHas 6ubnuoTteka TexHnyeckoro BY3a» (BBC «KoHcynbTaHT cTyaeHTay)
9BC HOPAUT
OnekTpoHHasa bubnmnoTeka yyebHo-MeToam4ecknx maTepuanos BIY. Pexum goctyna: http://iwww.lib.vsu.ru
http://www.cryptopro.ru
http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
0. | http://www.shipka.ru
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* BHavane ykasbiBaoTcd OBC, ¢ koTopbiMn umetoTcsa gorosopa y BIY, 3atem OTKpbITble 3MNEeKTPOHHO-
obpaszoBarernbHble pecypchl U T.4.

17. OOGpasoBaTesfibHble TEXHONOrnu, fMpUMeHsieMble MpU NpoBeAeHUN MNPaKTUKU U
MeToAuYecKne yKkasaHus Ans ooy4arolmnxcsa No NPOXoXKAeHUIO NMPaKTUKK

OTyeT N0 nNpakTuKe [JOfmKeH OblTb M3MOXKEeH TEXHUMYECKM T[PaMOTHbIM S$3bIKOM C
NPUMEHEHNEM pPEKOMEHAOBAHHbIX TEPMWHOB W abbpesuaTyp 6e3 opdorpaduyeckux wn
rpaMmmaTmyeckmx owmnbok. MNMpeacTaBneHHbIN OTYET NO NPakTUKe OLEHMBAETCS Ha COOTBETCTBUE
MHdopMauuK, NpeacTtaBneHHoONn B OTYEeTe, AaHHbIM U3 MH(OPMALMOHHBIX PecypcoB obLiero
aoctyna cetn IHTepHeT, MmaTtepmanos fekumin, y4ebHOM 1 TEXHUYECKOW NnuTepaTypbl.

CTpyKkTypa oT4eTa no npakTuke

1. OT4eT NO MNpaKTUKE OOSDKEH BKMOYATb TUTYIbHLIM NIUCT, coAepXaHue, BBEAEHWE,
ONUCaHNEe TEeOopPEeTUYECKUX W MNPaKTUYECKMUX acCneKkTOB BbINOMHEHHOW paboTbl, 3aKnyeHue,
CMNCOK NCMOSb30BaHHbBIX UCTOYHUKOB, MPUITOXKEHUS.


http://docs.cntd.ru/document/902271111
http://docs.cntd.ru/document/902271111

2. Ha tutynbHOM nucte porkHa ObiTb NpeacTaBneHa Tema NpakTUKW, rpynna u
amunua cTygeHTa, gaHHble O npeanpustMmM, Ha 0ase KOTOPOro BbIMOMHAMACh MNpakTuka,
hamunms pykoBoguTens.

3. Bo BBegeHun CTygeHTbl OOMMKHbI AaTb KpaTKoe onucaHue 3ajayu, pellaemMon B
paMKax NpaKTUKN.

4. B OCHOBHOW YacTu oTyeTa CTyAEeHTbl NpMBOAAT noapobHoe onncaHve npopenaHHoOM
TeopeTudecKkom un (Mnn) npakTnyeckon paboTbl, BKoYas onucaHme n 060cHoBaHME BbIGPaHHbIX
peLleHnn, onmcaHne nporpaMmm u T.4.

5. B 3aknoueHnMn gaeTca KpaTkas XxapakTepucTuka npogenaHHon paboThl, 1 NpMBOAATCA
€€ OCHOBHbIE pe3ynbTaThl.

6. B npunoxeHnsax nNpuBOASATCA HENOCPEACTBEHHble pe3ynbTaTbl pa3paboTKu: TEeKCThbI
nporpamMmm, rpadovki 1 gnarpaMmmbl, 1 T.4.

TpebosaHusi K 0hopMIIEHUD omyema

1. OT4yeT ohopmMnsAeTCca B ne4aTHOM BUAeE, Ha nuctax gopmaTta A4.

2. OCHOBHOM TEKCT OT4yeTa BbINOSHAETCA WpUdpTomM 14 NyHKTOB, C MHTepBanom 1,5
Mexay cTpokamu. TekcT pasbuBaeTcsa Ha ab3aupbl, Kaxabl U3 KOTOPbIX BKIKOYaeT OTCTyn wu
BblpaBHMBAHME MO LUNPUHE.

3. TekcT B NpUNOXeHUAX MOXET ObITb BbINOSIHEH Bonee Menkum WprudToMm.

4. OTyeT pasbuBaeTca Ha rnaBbl, MYHKTbl M MOAMYHKTbl, BKIOYaKOWME AECATUYHYHO
HyMepaLumto.

5. PucyHkn 1 Tabnumubl B 0T4ETE AOMKHBbI UMETb OTAENBbHYK HYMEepauuio U Ha3BaHMWS.

6. Becb oTtyeTr pomkeH ObiTb OOpMIIEH B €AMHOM CTuNe:. Be3de B OTvyeTe Aans
3arofiloBKOB OOHOMO YPOBHS,, OCHOBHOrO TeKCTa WM NoANUCEN [OOSMKEH WCMOoNb30BaTbCA
OAMHAKOBbIN LLIPUMPT.

7.CTpaHnubl OT4YeTa HyMEpYKTCH, HauyMHas C TUTYNbHOro nmcrta. Homepa cTpaHuy,
NPOCTaBMATCA B NPAaBOM BEPXHEM YIIy Af1s1 BCErO OTYeTa KpOME TUTYIIbHOMO NnucTa.

8. CopepxaHne oTyeTa AOIMKHO BKIOYATb NEpPEYEeHb BCEX MNaB, MYHKTOB M NMOAMYHKTOB,
C yKkaszaHMeM HoMepa CTpaHuLbl AN KaX4oro afieMeHTa cogepKaHus.

9. Ccbinkn Ha nuTepatypy M ApyrMe WCNONb30BaHHbIE WCTOYHUKM OopMMSaTCS B
OCHOBHOM TEKCTE, a CaMN UCTOYHMKM NEPEUNCNAOTCS B CINCKE UCMNONb30BaHHbIX UCTOYHUKOB.
10. O6bem oT4eTa No NPaKTUKE AOIMKEH ObITb HE MeHee 20 cTpaHuL.

18. MaTepnanbHO-TeXHU4YECKOoe obecrneyeHne NPaKkTUKK.

2. BopoHex, yn. YHusepcumemckas nnowiads, 0.1, anasHsil y4ebHbIlt Kopnyc, ay0.226
MoHo6nok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepatuBHasd
namate 86, SSD 250I6. Mynbtumeguanpoektop Epson. Ayaumo konoHkn EV (2 wrT.).
MukpodoH. OkpaH ons npoektopa. MapkepHble naHenu Askell (2 wr.).

394018, 2. BopoHex, CpedHe-Mockosckas yn., 0. 6 a, nomewl. V, OO0 "TexHomapkem"

B cootBetctBMM C poroBopom Ne1124 ot 18.06.2019 o0 npakTtnyeckom nNOAroTOBKe
obyuaroLmxcs.

394018, 2. BopoHex, nnowads JleHuHa, 1, [Npasumenscmeo BopoHexckol obnacmu
B cootBetctBMM C poroBopom Ne1162 ot 19.06.2019 o npakTtnyeckonm nNOAroToBKe
obyyatomxcs.

394006, 2. BopoHex nn. JleHuHa, 0.11, YnpasneHue 3anucu akmoe 2pa>x0aHCKo20 COCMOSIHUS

Boponexckot obnacmu (ynpasneHue 3AI C BopoHexckol obnacmu)

B cooTtBetctBuM c poroBopoMm Ne1412 ot 05.07.2019 o0 npakTu4yeckon mnoaroToBke
oby4atomxcs.

394006, e. BopoHex yn. Bopowunoea, 14, [denapmameHm _couyuanbHOU 3auumsl

BopoHexckol obnacmu (JC3 BO)

B cootBetctBuM c poroBopom Ne1413 ot 05.07.2019 o npakTudeckon noAroToBke
oby4atoLmxcs.

394006 e. BopoHex, yn. KpacHoapmetickas 0. 520, [enapmameHm 30pasooxpaHeHUs

BopoHexxckou obnacmu




B cooTtBetctBuM c poroBopom Ne1414 ot 05.07.2019 o npakTudeckom NOAroToBKe
obyyatomxcs.

394036, 2. BopoHex, ynuua K.Mapkca, 70, [JenapmameHm puHaHco8 BopoHexckou obnacmu
B cootBetctBun ¢ porosopom Ne1431 ot 19.07.2019 o npakTtnyeckon nNOAroToBKe
obyyvaroLmnxcs.

394036, 2. BopoHex, OO0 "®unocopusa.UT”

B cootBetctBuM c pgoroBopoMm Ne427 ot 20.05.2019 o npaktndeckon noaroToBKe
obyvatoLmxcs.

394036, 2. BopoHex, OO0 "P.T PeweHue"

B cootesetctBun ¢ porosopom Ne 684 ot 07.05.2019 o0 npaktudeckon nNOAroToBKe
obyyvaroLmnxcs.

394006, BopoHex, yn. KpacHoapmeuckas, 0.52[1, BLI «[aneoH», 3 amax, oguc 209, OO0

"OuTu KoHcanmuHa"

B cootesetctBuM c pgorosopom Ne685 ot 07.05.2019 o npakTudeckom nOAroToBKe
oby4aromxcs.

2. BopoHex, yn. YHugepcumemckas nnouwas, 0.1, y4ebHbitu kopryc 16, ayd.407
KomnbtoTep B coctaBe: npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz,
onepatmeHas namatb 16 6, SSD 256 6, HDD 1T6, Bungeokapta NVIDIA GeForce GTX
1080 Ti; moHuTop DELL S2419HN. Komnbiotep B coctasBe (1 wr.): npoueccop Intel(R)
Core(TM) i7-7800X CPU @ 3.50GHz, onepatmBHas namatb 96 6, SSD 1T6, HDD 4T6,
Bngeokapta NVIDIA GeForce RTX 2080 Ti (2 wrT.); moHutop DELL S2419HN. WUcTouHuk
6ecnepebonHoro nutaHua APC Back-UPS BV1000I-GR, line-interactive, mowHocTb:1000BA,
600BT (16 wr.). NctouHnk BecnepebonHoro nutanus Legrand KEOR LINE RT 1500BA (1
wTt.). Kommytatop HP 2530-24G Switch (Managed, 24*10/100/1000 + 4 SFP, 19").
WHTtepaktneHaa pgocka SMART SBM685 (87 gwommos, MO SMART SLS) ¢ naccuBHbIM
notkom. Mpoektop Vivitek DH758UST (ynbTpakopoTkodokycHbin, DLP, Full HD 1080p (1920
x 1080) , 3500 ANS, 10000:1, nonHas nogaepxka 3D).

2. BopoHex, yn. YHusepcumemckas siowaosb, 0.1, anagHbil y4ebHbit kopryc, ayd.214
KomnbtoTep B coctaBe: cuctemHbin 6nok: npoueccop Intel(R) Core(TM) i5, onepaTtusHas
namsate 86, HDD 500I6; moHutop: LG FLATRON. Mynbtumeaunanpoektop BenQ. OkpaH
HacTeHHbI Ana npoektopa. Ayamo konoHkn Creative A60. KommyTaTop.

r. BopoHex, yn. YHuBepcuteTckas nnowagb, 4.1, rmasHbI y4ebHbIN Kopnyc, aya.216
KomnbtoTtep B coctaBe (14 wr.): npoueccop Intel Core i3, onepatmBHasa namatb 86, HDD
5006, eupeokapta NVIDIA GeForce; moHuTop: Acer. KomnbioTep B coctaBe (1 wWrT.):
npoueccop Intel(R) Core(TM) i5, onepatnBHaa namate 86, HDD 500I6; moHuTop: Acer.
OKpaH HacTeHHbn ana  npoektopa. MynbTumeamnanpoektop BenQ.  UCTouvHUMK
b6ecnepeboriHoro nutaHmna Back-UPS 650. KommyTaTtop Cisco Catalyst 3750 Series.

2. Boporex, yn. YHueepcumemckas rsiowadsb, 0.1, 2rnaeHbil y4ebHbit kopryc, ayd.124
Komnbiotep B coctaBe: cucTemHbin 6riok: npoueccop AMD Ryzen 7 3800X 8-Core
Processor, onepatusHas namsatb 3216, HDD 1T6, SSD 25616, sBuaeokapta NVIDIA GeForce
GTX 1050; moHuTop: Dell S2419H. NHTepakTnBHaa nocka SMART SBM685 (87 grorMmoB).
Mynbtumeguanpoektop Vivitek ynbTpakopoTkodoKyCHbIn. WcTouHMK ©BecnepebonHoro
nutaHua Legrand Keor SPX 1000 BA IEC C13 (16 wT.). cTo4Huk 6ecnepebonHoro nutaHus
Legrand Keor Line RT 1000 BA (1 wrt.). KommyTtaTtop HP 2530-48G Switch (1 wr.).

2. BopoHex, yn. YHusepcumemckas rnnouias, 0.1, y4ebHbit kopryc 1, ayd.2/25
YuebHbiti cmeHO "[lpoepammHbie cpedcmea kpunmozpaguu”, SCRYPTO B cocTaBe: Kapkac
MOHOGMOKa (1 WT.); UHTErPUPOBAHHbIN BbIYMCANTESNbHBIN y3en 3 WT.) B COCTaBe: NpoLeccop
Intel: gBa sgpa c TaktoBon u4actotom 2700 Mlu, O3Y: o6bém 4 6 TMn DDR-3,
TBEPAOTENbHbIN Hakonutenbs SSD obvemom 60 6, 6Gnok nuTtaHmsa mowHocTeio 300 BT, 2
ceteBblx WHTepdenca GigabitEthernet; nepeknovatens KBM-tmna D-Link (1 wr.);
Heynpasnsembln kommyTaTop D-Link (1 wWwTt.); MoAynb nuTaHWs, KOHTPOMS W UHTerpaumu
cteHga B obuwyto nabopatoputio (1 wrt.); MoHuTop Philips(1 wWT.); KOMNNAEKT KOHCOMNM
paboyero mecta obyvaemoro (1 wrt.) B coctase: knasmatypa Oklick, mbiwb Oklick; komnnekT




yyebHo-meTogmyecknx nocobun (1 K-T.); CTAaTUCTMYECKOE MporpaMmHoe obecnedyeHne
ynpaBneHns wmogynem nutaHma (1  wrt.); dnaw-guck BocctaHoBneHna OC Ha
uHTerpupoBaHHbix [K (3 wTt.) ¢ onepaunoHHon cuctemon ArchLinux; dnaw-anck
MYNbTUMEANNHOrO MeToguyeckoro nocobusa (1 wWwrT.); rpynna KOMMYTaUWOHHbLIX MOPTOB (2
LT.).

Tunosou komriekm y4yebHozco obopydosaHusi "Cemesas besonacHocmb”, SECURITY B
cocTaBe: ynpaBnsieMbld KOMMyTaTop TpeTbero ypoBHA D-Link (1 wT.); ynpaBnaembin
KOMMyTaTtop BTOporo ypoBHA D-Link (1 wT.); annapaTHO-NPOrpaMMHbIA  SMYNATOP
yCcTpoucTBa nokanbHon cetn (1 wr.); HeynpaeBnsgembln kKommyTtaTtop D-Link (2 wrT.);
MapwpyTtusatop OGecnpoBogHon D-Link (2 wrT.); 6paHamayap D-Link (2 wT.); moaynb
NUTaHWs, KOHTPOMS U MHTErpaumm cteHaa B obuyto nabopatoputo (1 WT.); KOMMyTaLMOHHas
naHens (1 wWT.); BblMMCNUTENDBHBLIA y3en (4 wWT.) B coctaee: npoueccop Intel: aBa agpa c
TakToBon yactotonm 2700 Mly, O3Y: o6bém 4 6 TMn DDR-3, TBepaoTENbHbIA HaKoNUTENb
SSD obvemom 60 6, 6nok nutaHua mowHocTbto 300 BT, 2 ceTeBbiXx MHTepdenca
GigabitEthernet, 1 6ecnpoBogHon ceTeBon NMHTEPdENC; MOHOBNOK (1 WT.); cTaTUCTUYECKOE
nporpaMmmHoe obecrnevyeHne ynpaBreHuss MoAyreM MUTaHus, KOHTponsa v uHTerpaumm (1
LIT.); NporpammMHas cuctema BocctaHonenuns U-Profi (R) (4 dnaw-aucka obbemom 8 [0) (1
WwTt.); yanuumtenb USB (4 wT.); kabenb VGA (2 wrt.); naty-kopg (10 wrt.); metoanyeckoe
nocobue (2 k-Ta.).

YyebHo-npakmuyeckul cmeHd «CucmeMbl KOHMpPOossa U ynpasneHus docmyrnomy, P3U-
CKY[l B coctase: mogenb cTeHbl (1 WwT.); HOyTOyk Lenovo (1 wrT.): akpaH ¢ gnaroHanbsto 15.6"
(paspeweHne 1366x768), O3Y obbemom 2048 M6, HakonuTenb obbemom 120 T6,
npoueccop Intel gBa agpa ¢ TaktoBon yactoton 1,4 I'Tu, BebG-kamepa; ckaHep JIMHENHbIX U
ABYMEpPHbIX WTpUX-koaoB (1 wrt.); cBeToanoa (1 WT.); anekTpomexaHndeckum 3amok (1 wr.);
ceteBon koHTponnep CKY[O (2 wr.); MynbTUMEOUAHbIA TepMUHaN MHOrogakTOpPHON
noeHTugmKaumm, B TOM ymcne pacrnosHasaHue nuy (1 WT.); HacToNbHOE YCTPOMCTBO YTEHUSA
N 3anmcm cmapT-KapT (1 WT.); KOHTaKTHas cmapT-kKapTa ¢ 06bEMOM namsaTn 256 6anT (5 wr.);
USB kntov tun e-token (1 wr.); komnnekt MO un koHBepTop (1 WT.); nporpammMartop KapT
Mifare HactonbHbii (1 WT.); cunTbiBaTeNb OECKOHTaKTHbIX KapT Em-Marine (1 wrT.);
cuuTbiBaTeNb H6eckoHTakTHbIX KapT Mifare (1 wrT.); cmapTt-kapta Tun Mifare (5 wrT.); cmapT-
kapTta Tun Em-Marine (5 wt.); kntoy iButton (Touch-Memory) (5 wT.); nporpammaTop Kntodemn
Touch-Memory (1 wTt.); Moaynb cornacoBaHna uHTepdencos (1 WT.); 3NEeKTPOMarHUTHbIN
3amMok (1 wrt.); cumtbiBaTtenb knoyen TouchMemory (1 wWwT.); ceTeBOW KOHTpoMnep
TouchMemory (1 wT.); 6ok nuTaHuna (1 WT.); NporpaMmma pacno3HaBaHUA aBTOMOOUIbHbIX
HomepoB (1 wrT.); makeT Homepa TC PO (5 wr.); ceteBoe pene (1 wrT.); IP-kamepa (1 wrt.);
KommyTatop Heynpasnsembin D-Link (1 wWwT.); Moaynb MNUTaHWs, KOHTPOMS M MHTerpaumm
Komnnekta B o6yt nabopatoputo (1 wWT.); cTaTUCTUYECKOE NporpamMmHoe obecneveHue
yrnpaBneHns Moaynem MuUTaHus, KOHTPONS M uHTerpaumm (1 wWT.); NpOrpaMMHbIA 3MynATOP
dumsmyecknx obbekToB gocTtyna (1 Wwr.); metogmyeckoe nocobue (2 wrt.).

19. OueHo4HbIe cpeacTBa AN NPOBeAEeHNA TEKYLEN N NPOMEXYTOYHOWN aTTecTaumm
oby4arowmxcs No npakTmke



HauvmeHoBaHue
N | paspena auncumnnumb: Konau;c(e;;w AOCTVKEHMS OueHounkle cpeacTaa
(mogyns) u KOMMeTeHUUn

Uupukatop(bl)

OpezaHu3ayuoHHo- OlK-5.3
rnodzomosumeribHbil OnK OrK-5.4
1. amarn > Or1K-5.9 OTy4eT no npakTuke.
OMK-5.17
OrK-6 OrlK-6.6

lpoekmHo- OrK-5 OrK-5.19
3KCryamauyuoHHbIl OrK-6 OrK-6.10
aman OrK-9.3
OrK-9 OrK-9.4
OrK-9.9
OrK-10.4
OrK-10.5
OrK-10.6
OrK-10.9
OrK-10.10
OrK-10 OMK-10.17
OrK-10.20
OrK-10.25
OrK-10.26
OrK-10.27
OrK-10.28
OrK-11.4
OrK-11.5
OrK-11.9
OMK-11.10
OrK-12.5
OrK-12.7
OrK-13.1
OrK-13.2
OrK-13.5
OrK-13.6
OrK-13 OrK-13.17
5 OrlK-13.18 OTyeT no npakTuke. 3awmra otyeTa no
' OrlK-13.19 npakTuke.
OrK-13.21
OrK-13.23
OrK-14.4
OrK-14.5
OrK-14.6
OrK-14 OrK-14.11
OrK-14.12
OrK-14.13
OrK-14.14
OrK-15.6
OrK-15.7
OrK-16.6
OrK-16.7
OrK-16.8
OrK-16 OrK-16.9
OrK-16.10
OMK-16.12
OrK-16.16
OfK-4.1 OlK-4.1.5
OfK-4.2 OlK-4.2.3
OlK-4.3 OlK-4.3.4
MK-1 MK-1.4
MK-2.1
MK-2.5
MK-3.2
MK-3 K-3.5
[1K-3.6

OrnK-11

OrK-12

OrlK-15

l1K-2

OgbopmneHue omyéma OlK-5.12
Gpop OrK-5 OTyeT No npakTuke.
10 umoaam npaxkmuku OlK-5.13

M pomMeXyTo4vHaa aTtTectauna

. MHauemnayanbHoe 3agaHune
dopma KOHTPONs — 3a4eT C OLIEHKOM

20. TunoBble OLEHOYHble cpeAcTBa M MeToguYeckMe MaTepuanbl, onpegensilowme
npoueaypbl OLleHUBaHUA



20.1 TeKywWwMn KOHTPOJb YyCNeBaeMoCcTH
KoHTpornb ycneBaemocTv Mo AUCUUMIIMHE OCYLLECTBNSAETCHA C MOMOLLbIO CReayroLmnX OLEeHOYHbIX
CpencTs:
[Npoekm

lMepeyeHb NPOEKTOB

1. W3y4yeHue OpraHn3aLMOHHOro CTpOEeHus 6a30BbIX npeanpuaTun, Ha3HayeHus
oTAenbHbIX nogpasaeneHni n cnyxo, a Takke Ux B3aMMoaencTBuS.

2. WN3yyeHne wucnonb3yemblx B CTPYKType Mpeanpuatms MeTogoB 006paboTKM  MCXOAHbIX
MaTepuarnioB M COOTBETCTBYKOLMX CPeacTB, a Tawke obopyaoBaHus, npegHasHayeHHoro Ansa 3aTux
Lenen.

3. [puobpeTeHne npakTU4ecknx HaBblkOB MO pas3paboTke W/unu noaroToBKe KOHCTPYKTOPCKO-
TEXHONOrMYEeCcKon AOKyMeHTauuMm Ans Mpov3BOACTBa annapaTypbl 3awuTbl MHGOPMaUUM C y4eTOM
TPaguUMOHHBIX Ans 6a30BOro npeanpuaTUs UCXOAHbIX MaTepuanos, obopyaoBaHus M METOAOB
0bpaboTku.

4. W3syyeHne npuHUMNOB paboTbl M NpuobOpeTeHne HaBbIKOB MNPaKTUYECKOro MCMOofb30BaHUA
obopynoBaHus ans aBTOMAaTM3MPOBAHHOMN NOArOTOBKM KOHCTPYKTOPCKO-TEXHOSTOMMYECKON
AOKYMEHTaLumMm Npun NOAroToBKE NPOM3BOACTBA K CEPUNHOMY BbIMYCKY U3LAENUN.

5. OsHakomneHne C MeTogamum M COOTBETCTBYHOLUMM OOOpyLoOBaHMEM [nsi MPOU3BOACTBA M
KOHTpONs  rogHocTn  annapaTypbl. [lpuobGpeTeHne  npakTUYeckux  HaBblkoB  paboTbl €
obopygoBaHMeM  Onsi KOHTPONA M flokanu3auum  TeXHonormdyeckux  aedpektos  nocne
aBTOMAaTM3MPOBaAHHOWN COOPKM MOAyNen cpeacTB 3almTbl MHGPOPMaLUK.

6. WN3yyeHne MeTOOoOB TEXHMKO-3KOHOMMYECKOro OBOCHOBAHMS M TEXHONOMMYEeCKOM MOArOTOBKM
Npov3BOACTBA MPU BbiNyCKe HOBbIX U3OENNNA.

7. W3yyeHne CTPyKTypbl, cOCTaBa MpOrpamMHO-annapaTtHbIX CPeAcTB 3awuTbl MHOpMauuMm u
MHAOPMALIMOHHBLIX CUCTEM.

8. WNayyeHne wn npakTnyeckoe nNPUMEHEHNE HOBbIX WH(OPMAUMOHHBLIX TEeXHONOorMn Ans
peleHna pasHoobpasHbiXx NPWKNagHblX 3agady M pas3paboTku cneumanmnavpoBaHHbIX KOMMMEKCOB
3aLWmThl HOpMaLUUN.

9. TllaTeHTHO-MHOPMALMOHHOE uWCCreaoBaHMe Mo BbIOOPY BapuUaHTOB BO3MOXHbIX pPeLUEeHUi
no Teme M WX OLEHKe, COMOCTaBfeHWe C TEeXHUYECKMM YPOBHEM COBPEMEHHbIX OTEYECTBEHHbLIX W
3apybekHbIX aHanoros.

10. PaspaboTka n ocopmneHne pabounx yepTexen n Apyrom TEXHUYECKON M SKChyaTauMOHHON
AOKYMEHTaL MM Ha CNPOEKTUPOBAHHOE U3f4enve unm nporpaMmMHble cpeacTsa.

11. PaspaboTka M nNpuUMEHeHWe MalWHHbIX MEeTOAOB MPOEKTUPOBAHWUA W3denun, paspaboTku
yepTexen n TEXHOMNOrMYEeCKUX NPOLIECCOB.

12. AHanua TexHONorm4eckoro npouecca kak obbekta ynpasneHus, Mogenn obbekTa M 3aKOHbI
yrnpaBneHus.

13. TexHn4yeckoe NPoeKTUpoBaHNE CPEACTB 3aLlMThbl MHPOPMALMN.

14. PaspaboTka oTAenbHbIX NOACUCTEM 3alUUTbl MHOpMaLuu.

15. PaspaboTka paboyern goKyMeHTauuu.

16. Onpegenenne 9ddPEKTMBHOCTN pa3paboTaHHbIX METOOOB W KavyeCTBa COCTaBMEHHbIX
nporpamm.

TpeboBaHUA K BbINONMHEHNIO 3a4aHNI

lMpoBecTn aHanu3 nOCTaBNEHHOM 3ajaYn C TOYKM 3peHua obecrneyeHnsa HaxoXaeHUs
3(pPEeKTUBHOIO peLleHNss ONMPasiCb Ha CYLLECTBYIOLLYI0 MHAPACTPYKTYpy OpraHuM3auumn (paccMoTpeTb
TeopeTMYecKkme acnekTbl, Ha OCHOBaHUM aHanu3a NoCTPOUTb MOLESb PELUEeHUs 1 T7.4.).

20.2 NMpomexyToyHasa aTrectauusi

MpomexxyToyHas aTTecTauus No AMCUMUNINHE OCYLLECTBNSETCS C NMOMOLLbIO CrieayoLnx
OLIEHOYHbIX CPEACTB:

Omyem o npakmuke

[lepeyeHb uHOUBUDyasibHbIX 3adaHuli

PaspaboTatb nporpammMHOE NpUIOXeHue, peanuayroLlee:
1. LU-pasnoxeHue maTpuupbl.
2. MerTtop 'aycca pelueHns cuctem NIMHENHbIX YpaBHEHUN.
3. MeTog nporoHku.




4. TlocTpoeHMe  WHTEPNoOSIIUMOHHOIO  MHOroYfieHa  MeToAOM  HeonpeaenéHHbIX
KO3 PULMEHTOB.

5. WNHTepnonaunoHHbIN MHOroYneH JlarpaHxa.

6. WHTepnonaumMoHHbIN MHOro4YneH HeloToHa.

7. MeTog HauMeHbLUMX KBaapaToB.

8. [MpubnmxeHne pyHKLMM KyBUdeckummn crnnanHamum.

9. MeTtog npocTtbix utepaumi. Metog HbtoToHa. MeTop cekyLumx.

10. ABHbIn MeTOq Dnnepa. HesiBHbIN MeToq, Dunepa.

11. MeTtogbl PyHre — KyTTa.

12. Metogbl  NpuMBNMXEHHOrO  peleHna  KpaeBblX 3agad  and  OBblIKHOBEHHbIX
andpdepeHumanbHbIX ypaBHEHUIA BTOPOro nopsiaka.

13. lMpocTenwne sBHad U HesiBHAA pasHOCTHble cCxeMbl B cnyyae 3agjayn Kowwm gns
ypaBHEHNA TENONPOBOLHOCTH.

14. PasHoCTHaa cxema «KpecT» B Crlydae HadanbHO-KpaeBOM 3ajaun A5 BOSTHOBOro
ypaBHEHUS.

15. PasHoCcTHada cxema «KpecCT» B criydae 3agadn Qupuxne ans ypasHeHus [lyaccoHa.

16. OuckpeTHoe npeobpasoBaHne Pypbe. boicTpoe npeobpasoBaHune dypbe.

17. Hantn makcmmanbHoe no moaynto COBCTBEHHOE 3HAaYeHWe CTEeNeHHbIM MeTo4oM Ans
3agaHHOW MaTpuLbl.

18. C nomouwbto LU-pasnoxeHnss HamTu cobCTBEHHbIE 3HAYeHUs N COBCTBEHHbIE BEKTOpA
ANa 3aaHHON MaTpuLbl.

19. MeTtogomMm Xaneukoro pewnTb CUCTEMY JMHEWHbIX anrebpanyeckmx YypaBHEHUA C
NEHTOYHON MaTpuULIEN.

20. BbluncnuTb MHTEPNONSALNOHHOE 3HaYeHne (OYHKUMM U OLEHUTb TOYHOCTb MOMYyYEHHOro
3Ha4yeHus C UCMonb30BaHMEM NOSIMHOMOB JlarpaHxa BTOPOWN U TpeTben CTENEHN.

21. NHTepnonupoBaTb (PYHKUMM C MNOMOLLLIO MHOroudneHa JlarpaHxa cTeneHn m Ha
HepaBHOMEPHOW CeTKe Y3I0B.

22. PewnTb HenvHenHoe auddepeHumanbHoe ypaBHEeHMEe MeTodoM Xoph (MeToaom
NMHENHOW MHTEpPNONALUK)

23. Pewntb cuctemy  HenuHenHblXx  gudpdepeHunanbHbiX  ypaBHEHUA  METOAOM
NMOMIOBMHHOIO AeNeHus.

24. Pewntb sBHbIM MeTogoM OJOwnnepa 3agady Kowu ana cucteMbl OBbIKHOBEHHbIX
anddepeHumanbHbIX YpaBHEHUI C 3a4aHHOW TOYHOCTbIO, UCMONb3ya ANs Bblibopa wara ceTku
npasuno PyHre.

25. CpaBHuTb MeTog PyHre-KyTThl 1 MmeTOoq Agamca 3agaHHOro nopsigka TOYHOCTM.

MpoBecTM aHanu3 noCTaBNEHHOW 3ajayM C TOYKM 3peHus obecnevyeHuss MakCcMMarnbHO
apPeKkTMBHON  3alMTbl  UHGOPMauuM B MHGPACTPYKTYpe opraHusaumm (paccMoTpeTb
TeopeTudecKkne acnekTbl, Ha OCHOBaHWM aHanM3a NocTPouTb Moaenb 6e3onacHoCTK).

1. Yrposa oTkasa cnyx6 (yrposa otkasa B goctyne). OcCo6eHHOCTM 1 NpuMepbl peanusauum
yrpo3bl.

2. Yrpo3a packpbiTuss napameTpoB cuctembl. OCobGeHHOCTM U npumepbl peanu3auuu
yrpo3sbl.

3. OCHOBHble TuMbl MNONUTUKM ©e30nacHOCTM AocTyna K AaHHbIM. [UCKPEUWOHHble W
MaHAaTHble NMONINTUKMN.

4. TpeboBaHMa K cuctemMam  Kpuntorpacpuyeckorm  3awmTbl:  Kpuntorpaduyeckune
TpeboBaHusa, TpeboBaHma HagexHocTn, TpeboBaHus no 3awmute oT HC[H, TpeboBaHmsa «k
cpeacTeBam paspaboTKu.

5. AODMVHUCTPATMBHbBIA YPOBEHb 3awnTbl WHOpMauun. 3agavv pasnuyHbIX YPOBHEW
yrnpasreHus B peleHun 3agadm obecneveHms nHopmMaLMOHHON 6e30NacHOCTMU.

6. MNpoueaypHbin ypoBeHb obecnedeHns GesonacHocTU. ABTOpu3auusi Nonb3oBaTenen B
MH(OPMaLMOHHON CUCTEME.



7. WpeHTudukaums wn ayteHTuduKauma npu Bxode B MHAOPMALMOHHYIO CUCTEMY.
Mcnonb3oBaHne NaponbHbIX cxeM. HegocTaTkn NaporbHbIX CXEM.

8. peHTndmkaumsa wn ayteHTUduKaums nonb3oBatenen. [lpyumeHeHne nporpaMmmHo-
annapaTtHbIX CpeacTB ayTeHTUMUkaumm (CcMapT-KapTbl, TOKEHBbI).

9. buomeTpuyeckue cpeacrtea naeHTUUKaLMM 1 ayTeHTUdMKaumMm nonb3oBaTenemn.

10. AyTeHTuurkaums cybbeKTOB B pacnpeeneHHblx cuctemax, npobnemMsl U peLleHns.

11. AyauT B WH(OPMAUUNOHHBIX cucTemax. PyHKUMM U Ha3HadYeHne ayauTta, ero ponb B
obecnevyeHnn NHPopMaunoHHon 6e3o0nacHOCTH.

12. Bupycbl n metoabl 60pbbbl C HUMWU. AHTUBUPYCHbIE NPOrPamMMbl U NaKeThbI.

13. lNporpammMHoO-annapaTHble  3aWuTbl  MH(POPMALMOHHLIX pecypcoB B WHTepHeT.
MexceTeBble aKpaHbl, UX PYHKLUUN N HA3HAYEHUS.

14. Kputepun oueHkm ©6e30MacHOCTU KOMMbIOTEPHbIX cuctem. CTpykTypa TpeboBaHun
6esonacHocTu. Knacchl 3almLeHHOCTH.

15. EanHble kputepumn 6e30nacHOCTU MHPOPMALMOHHBIX TEXHONormn. MNMoHatne npoduns
3awuTbl. CTpyKTYypa npoduns 3alumThbl.

16. EanHble kputepumn 6e30nNacHOCTU MHAOPMALMNOHHBLIX TEXHONOrMn. [poekT 3awuThbl.
TpeboBaHus 6e3onacHOCTH ((PyHKUMOHaNbHbIE TpeboBaHNAa N TpeboBaHUS afeKkBaTHOCTHN).

17. NoHATne anekTpoHHOM umndposon noanucu. lNpouenypbl PopMUpoBaHUA LMGPPOBOK
noanmcu.

18. MeTtoabl HecMMMeTpUYHOro wucpoBaHus. Kcnonb3oBaHMe HECUMMETPUYHOro
WwnppoBaHuna onst obecneyeHns LenoCcTHOCTN JaHHbIX.

19. CpenctBa obecneyeHuss WHgopmMaumoHHonm 6GesonacHoctn B OC  Windows.
PasrpaHnyeHune goctyna Kk gaHHbIM. [pynnoBasi nonmTumka.

20. NpumeHeHne annoson cuctembl NTFS pgna obecnedyeHns WMHGPOPMaALMOHHOMN
6esonacHoctn B Windows.

21. Cnuckn koHTponsa goctyna k gaHHoim (ACL) ux ponb B pasrpaHuMyYeHun goctyna K
AaHHbIM.

[MpomexyTodHasa aTTecTauma No NpakTUKe BKIIOYaeT NOAroTOBKY U 3aluTy oTyeTa.

OT1ueT cogepxuT crnegylowme cocTtaenswowme: obpaboTaHHbIM U CUCTEMATU3NPOBAHHBLIN
Matepman no TemaTuke MPaKTUKK; IKCMEePUMEHTAamNbHY 4YacTb, BKIIOYAOLYHO OCHOBHbIE
MeTOoAbl NPOBEAEHNA UCCNEeA0BaHNA U CTaTUCTUYECKON 0BpaboTkn, obcyxaeHne nonyYeHHbIX
pe3ynbTaToB; 3aKyeHne, BbIBOAbI U CMUCOK NUTepaTypHbIX NCTOYHUKOB. OT4eT 06sa3aTensHo
noanucbiBaeTCs (3aBepsieTCs) pyKoBOAUTENEM NPaKTUKN. Pe3ynbTaTbl NPOXOXOEHUS NPaKTUKK
AoknagbiBatoTca obyyarowmmcs B BMAE YCTHOrO COOBLEHUS C AeMOHCTpaunen npeseHTaumm
Ha 3acegaHumn kadeapbl (3aKMYMTENBHON KOHEepeHUUN).

Mo pesynbTatam [Joknaga C YY4eTOM XapaKTEepUCTMKM pyKoOBOOMTENA W KayecTBa
NpeaCcTaBNEHHbIX OTYETHbIX MaTepumanoB obyvarLeMycsa BbICTaBAAETCS COOTBETCTBYHOLLASN
oueHka (ouddepeHUMpoBaHHbIA 3a4eT MO MUTOram MpPaKTUKU BbiCTaBnsieTcs obyvarowmmcs
pYKOBOOMTENEM NPAKTUKN HA OCHOBaHMM JOKMNaga W OTYETHbIX MaTepuarnoB, NpeaCTaBeHHbIX
obyyvarowmmcs).

OueHka nNo npakTuke BbICTABMSAETCA PYKOBOOMTENEM MNPAKTUKU OT Kadeapbl HA OCHOBE
cogepxaHuna oTyeTa CTydeHTa, OT3blBa PYKOBOAUTENS OT NpeanpuaTud, BbICTYMNNEHUS C
npeseHTauMen n 0TBETOB Ha BOMPOCHI MO UTOraMm NpakTUKW.

OTyeT nNO npakTMke [OOMKEH OblTb W3MOXEH TEXHUYECKM TrpaMOTHbIM S3bIKOM C
NPUMEHEHNEM pPEKOMEHAOBAHHbIX TEepMWHOB W abbpesuaTtyp 6e3 opdorpaduyeckux u
rpaMmmaTmyeckmx owunbok. lMpun 3awmte oTyeTa MO MNpakTUKe OLEeHUBaeTCsl COOTBETCTBUE
MHdopMauuKn, NpeacTtaBreHHONn B OTYeTe, AaHHbIM U3 MH(OPMALMOHHBIX PecypcoB obLuero
aoctyna cetn IHTepHeT, MmaTepuanos Nekumin, y4ebHOM 1 TEXHUYECKON NuTepaTypbl.

KoHeuHbIMM pesynbTaTtamu OCBOEHUS NPOrpaMmbl MPAKTUKN SBNSIOTCA CHOPMUPOBAHHbIE
KOrHUTMBHbIE [LECKPUNTOPbl «3HaTb», «YMETb», «BMNageTb», pacnucaHHble Mo OTAeNbHbIM
komneteHumam. OHuM npeacTtaeneHbl B Tabnvue. dopmmpoBaHMe 3TUX OECKPUNTOPOB
NPOUCXoOMT B TeYeHWe BCEro nepmoga nNpPOXOXOEHUs NPakTUKW, B paMKax BbIMOMHEHUSA



CaMOCTOATENbHON paboTbl HA MECTe MPOXOXAEHUS MPAKTUKUM NPU BbINONTHEHMM Pa3NUYHbIX
BMOoB paboT nog pykoBOACTBOM PYKOBOAUTENS MNPAKTUKK OT Kadbeapsbl.

[nsa oueHkn aeckpuntopoB KomneTeHumn ncnonbdyetca 100 6annbHas wkana oueHoK.

[na onpepeneHns akTUYeCKMX OLEHOK KaXKOoro nokasaTensl BbICTaBnsTCA cregyoLlme
O6annbl.

Ona peckpunTopoB KaTteropumn «3HaTby:

- pes3ynbTaTt, CoAepXalUi MOMHbIA MNpPaBUIbHbIA  OTBET, MOMMHOCTLIO COOTBETCTBYET
TpeboBaHNAM KpuTepusi (OTBET MOSMHbIA N NPaBUSIbHBbIN HA OCHOBAHWW M3YYEHHbIX TEOPWUMN;
MaTepuan M3noXeH B OnpedeneHHOW NOrM4yeckor nocrnefoBaTenbHOCTM, HAYYHbIM SA3bIKOM;
oTBeT camocTtosTenbHbI — 85-100% OT MakcumansHoro konmyectso 6annos (100 6annos).

CoOTBETCTBYET OLUEHKE - «OTNIUYHOY;

- pesynbTaT, cogepXawui HeNosHbI MpaBuIibHbIA OTBET WNU OTBET, COAepXKaLimi
He3HauMTernbHble HETOYHOCTM (OTBET AOCTAaTOYHO MOfHbIA W NPaBWUMbHLIN Ha OCHOBaHWUU
N3YYEHHbIX MaTtepuarnos, mMaTtepuan N3I0XEH B  OnpeaeneHHom norn4yeckom
nocrnegoBaTenbHOCTU, NPU 3TOM AO0NyLWeHbl ABEe-TPU HeCYLLEeCTBEHHble owunbdkun), 75-84% ot
MakcumanbHOro konnyectsa 6annos; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

- pesynbTaT, COoAepXalluMi HEMNOSMHbIA MNpPaBUibHbIN OTBET WNW OTBET, COAepKaluuin
3HauyuTemnbHble HETOYHOCTU (NpW OTBETE AonylleHa CyLleCTBEHHas owubka, unn B OTBETE
cogepxutca 30 - 60% HeobOXxoguMbIX CBeLeHWUA, OTBET HecBA3HbI) — 60-74 % oT
MakcumarnbHOro konuyectsa 6annos; CoOOTBETCTBYET OLEHKE - «yAOBIETBOPUTESTBHOY;

- pes3ynbTaT, coaepXKalui HEMNOSHbIA NMpaBWUbHbIM OTBET (CTEMEHb MOMHOTbI OTBETa —
meHee 30%), HenpaBunbHbIN OTBET (OTBET HE MO CyLLEeCTBY 3aJaHndA) Unm oTCyTCTBME OTBETA,
T.e. OTBET, HEe COOTBETCTBYWLUMA MNOMHOCTbIO TpeboBaHusm kputepus, — 0 % ot
MakcumarnbHOro konnyectsa 6annos. COOTBETCTBYET OLIEHKE - «HEYAOBETBOPUTESTBHOY.

Ona peckpunTopoB KaTeropumn «Ymetb» u «BnageTtb»:

- BbIMOMHEHbI BCE TpebOBaHMS K BbIMNOSIHEHUIO, HaNMMWCaHUIO U 3awuTe OTyeTa. YMeHue
(HaBbIK) cdhopMmpoBaHO NONHOCTLIO — 85-100% OT MakcMmarnbHOro konvyectsa 6annos.

CoOOTBETCTBYET OLEHKE - KOTIIUYHOY;

- BbIMOSIHEHbI OCHOBHblE TPeboBaHWA K BbLINOMHEHWUIO, OOPMIIEHUIO M 3alUMTE OT4eTa.
NmetoTca oTaenbHble 3aMmeyaHnsa n HegocTaTku. YMeHue (HaBblk) chopMMpPOBaHO 4OCTAaTOYHO
NnosiHo — 75-84% OT MakcumMarnbHOro konuyectsa 6annoB. COOTBETCTBYET OLEHKE - KXOPOLLIOY;

- BbINONHeHbl 0©a3oBble TpebOoOBaHMS K BbIMOMHEHUIO, OOPMMNEHUID M 3aWuTe oT4veTa.
MmeroTca gocTaTovyHO CyLLECTBEHHbIE 3aMeyvaHus M HegoCTaTku, Tpedywmne 3HauuTenbHbIX
3aTpaT BpeMeHM Ha wucnpaeneHne. YMeHne (HaBblk) CHOPMUMPOBAHO Ha MWHUMAanNbHO
AonycTMMoMm ypoBHe — 60-74% OT makcumarnbHoro konmyectea 6annoB. COOTBETCTBYET OLIEHKE
- «yOOBNETBOPUTENBHOY;

- TpeboBaHUA K HAaNMCaHUIO 1 3awmTe oTtyeTa. IMerTCss MHOMOUYNCNEHHbIE CYLLECTBEHHbIE
3aMeYaHuss U HegocTaTku, KOTopble He MOryT OblTb WMCnpaBneHbl. YMeHWe (HaBblK) He
chopmuposaHo — 0 %.

[na aTtrectauumn CTyOeHT nNpeabsiBnsieT OHEBHWK MPakTUKW, 3adaHue PyKOBOAMTENsl Ha
NPOXOXOEeHME NPaKTUKM M 0OPMIISET pesynbTaTbl NPaKTUKM B BuAe OT4yeTa M roTOBUT
BbICTYMNSIEHNE C Npe3eHTaumen nNo pesyrnbTaTtamM NpakTUKu.

[ns oueHnBaHMs pe3ynbTaToB 00y4YeHMSI HA 3a4eTe C OLEHKOM mncnonbdyertcs 4-6annbHas
Wwana: «OTIMYHOY», KXOPOLUOY», «y4OBMETBOPUTENBHOY», KHEYAOBNETBOPUTESTBHOY.
CooTHoLEeHME nokasaTenemn, KpUTEPUEB W LUKanbl OLEHMBAHUS Pe3ynbTaToB 00yyYeHus.

YpoBeHb
KpuTepum oueHnBaHnsA KOMNeTeHU M ccopmmpoBaH LLikana oueHokK
HOCTU
KOMMNEeTeHLUNN

3HaTb: pesynbTaT, CcoAepXalun MOMHbIN MpaBUNbHbIN  OTBeT, | [loebieHHbIl Omnu4Ho
MONTHOCTBbI COOTBETCTBYET TPebOBaHUAM KpuTepus (OTBET MOSHLIA U YpPO8EHb
npaBuSibHbIN HAa OCHOBAHUWN U3YYEHHbIX TEOPUI; MaTepuan U3roXeH B
onpeaeneHHon fnorn4yeckon nocrneaoBaTefnlbHOCTU, HayYHbIM S3bIKOM;
OTBET CaMOCTOSATENbHbIN.




«YMeTb» n «BnageTb»: BbINOMHEHDbI BCE Tpe6OBaHMF| K BbIMOJIHEHNUIO,
HanmcaHuio N 3aluTe oT4yeTa.

3HaTb: pe3ynbTaT, coaepXallMii HEeMoOJHbIA MPaBUSbHBLIN OTBET WU Gasosbiti Xopowio
OTBET, coAepXalinin He3Ha4YMTeNbHbIE HETOYHOCTU (OTBET AOCTaTOYHO ypo8eHsb

MOMHBbIN U MPaBUIbHLIA HAa OCHOBAHUW W3YYEHHbIX MaTepuaros;

MaTepuvan N3MNOXeH B onpeaeneHHon niorn4eckom

nocrneaoBaTenbHOCTH, npu 3aTOM AonyLeHbl aBe-Tpu

HeCyLLEeCTBEHHbIE OLUNOKN).

«YMeTb» M «BnapeTb»: BbINOMHEHbI OCHOBHble TpeboBaHMsA K
BbINOSTHEHWNIO, OCHOPMIIEHUIO M 3alumTe oTyeTa. MimelTca oTaenbHble
3aMeyvyaHnss W HegocTaTkM.  YMeHue (HaBblk) CchopMMpOBaHO
[OCTaTOYHO NOJHO

3HaTb: pe3ynbTaT, coaepXallMii HEMOSHbIA MPaBUIbHbLIA OTBET WK lNopoeoenili Yoosnemsopu-
OTBET, COAEpXalUuin 3HAuMTernbHble HETOYHOCTM (MpuM  OTBeTe YpO8eHb meJsibHO
JonyuweHa cyulectBeHHas owubka, unu B oteete copepxutcs 30 -
60% HeobXoaAnMbIX CBEOEHW, OTBET HECBS3HbIN)

«YmMeTb» M «Bnapgetb»: BbinonHeHbl 6as3oBble TpeboBaHMs K
BbINOMHEHNO, OOOPMIIEHUNIO U 3alunTe oTyeTa. VimeloTcss 4OCTaTO4YHO
CYLLECTBEHHbIE 3aMeYaHus 1 HeJoCTaTKW, Tpebyouime 3HauYMTENbHbIX
3aTpaT BpEMEHW Ha NcnpaeBneHme.

3HaTb: pesynbTaT, COAepXallMn HEenomnHbIA NpaBWUMbHbIA  OTBET - Heydosnemeopu-
(cteneHb nonHotbl otBeTa — MeHee 30%), HenpaBuMbHbIA OTBET mesibHO
(oTBET HE NO CyLlecTBY 3a4aHusA) UM OTCYTCTBME OTBETA, T.€. OTBET,
He COOTBETCTBYIOLLMIN MOSTHOCTLIO TPEBOBaHUAM KpUTEpUS.

«YmeTb» n «Bnagetb»: TpeboBaHMA K HaNMcaHWIO 1 3aluTe oTyeTa.
MmetoTca MHOrOYMCNEHHbIE CYLLECTBEHHbIE 3aMeYaHnsa U HeAOCTaTKu,
KOTOpbl€ HE MOTyT 6bITb UCNPaBMEHbI.

20.3 ®oHJ 01IEeHOYHBIX CPeACTB C(POPMHUPOBAHHOCTH KOMIIETEHIIMH CTY/IEeHTOB, PeKOMEHIyeMbIii 117151
NPOBe/IeHUsl TMAarHOCTHYECKUX padoT

OlK-5. CnocobeH npuMEHSITb HOPMAaTWMBHbIE MPaBOBblIE aKTbl, HOPMAaTMBHbIE W MeToauYeckue
OOKYMEHTbI, pernamMmeHTupyloLwmne 0eaTenbHOCTb No 3almte nHopmauum

OrlK-5.3 ymeeT knaccudpumumpoBaTh 3allML@aeMyld MHOpMaLMIO Mo BuAamM TaWHbl U CTEMNEHsIM
KOHbMAEHUMANbHOCTH

OrlK-5.4 ymeeT knaccuduumpoBaTb M OLEHMBATbL Yrpo3bl MH(pOpMaLMoHHOM GesonacHoCTU Angd
obbekTa nHpopmaTmsaumm

OlK-5.9 ymeeT 060CHOBbIBaTb peLUEHUsl, CBA3aHHbIEe C peanu3aumernt NpaBoBbIX HOPM MO 3aluTe
MHopMaumMm B npedenax AOMKHOCTHbIX 06si3aHHOCTEW, npeanpuHMMaTtb Heobxoaumble Mepbl MO
BOCCTaAHOBIEHMIO HAPYLLEHHbIX MPas;

OrlK-5.12 ymeeTt c¢opmynmpoBaTb OCHOBHble TpeboBaHuA MHGOpPMAaUUOHHOW 6e3onacHOCTM npu
aKCcnyaTaumm KOMMNbOTEPHOW CUCTEMBI;

OrllK-5.13 ymeeT ¢opmynmMpoBaTb OCHOBHble TpeboBaHMA MO 3awuTe KoHMAEeHUnanbLHon
MHOpMaUMK, NepcoHanbHbIX OaHHbIX U OXpaHe pe3ynbTaTOB WHTENNEKTyarlbHOW OeATenbHOCTM B
opraHusauuu;

OlK-5.17 ymeeT aHanuanpoBaTb U OLEHMBATb Yrpo3bl MHOPMaUNOHHOM Ge3onacHOCTM obbekTa
Nno TEXHWYECKUM KaHanam

Or1K-5.19 BrnageeT meTogamMm 1 cpeacTBaMm TEXHUYECKOW 3alUNTbl MHopMaLumm
OlK-6. CnocobeH npu pelweHnn npodeccuoHanbHbIX 3a4ay OpraHuM3oBbiBaTb 3awMTy MHGOpMaLmm
OrPaHMYEHHOro [OCTyna B KOMMbKTEPHbIX CUCTEMAX M CETAX B COOTBETCTBMM C HOPMaTUBHbLIMU
NpaBoOBbIMA aKTaMW W  HOPMATUBHbIMW METOAMYECKMMU OOKymeHTamn degepanbHON  CryxObl
6esonacHocTn Poccunckon depepaumn, PepepanbHor CnyxObl MO TEXHUYECKOMY W SKCMOPTHOMY
KOHTPOIO

Or1K-6.6 ymeeT paspabaTbiBaTb MOAENM YIPO3 U MOLENW HAPYLUMTENSA KOMMbIOTEPHbLIX CUCTEM;

OlK-6.10 ymeeT NpMMeHATb OTeYeCTBEHHbIE U 3apybexHble cTaHAapTbl B 06nacTn KOMMNbOTEPHOM
GesonacHOCTM AOns NPOEKTUPOBAHUA, pas3paboTkM WM OUEHMBaHUA 3alMLEHHOCTU KOMMbIOTEPHON
CUCTEMBI
OlK-9. CnocobeH pewatb 3agaqv npodeCccMoHanbHON AeATENbHOCTM C Y4ETOM TEKYLLLEro COCTOSHUSA U
TEeHOEHUMA pasBuUTUS MEeTOOOB 3alimTbl MHOPMaUUW B OMNEPALUOHHBIX CUCTEMAX, KOMMbIOTEPHbLIX



ceTaX U cucTemax ynpasneHns 6asamm gaHHbIX, a Takke MeToO0B U CPEeACTB 3almTbl MHOpMaunm ot
yTeUKkn No TeEXHUYECKUM KaHarnam, ceten u cuctem nepegayu nHdopmaumm

Orl1K-9.3 ymeeT opraHu3oBaTb 3alMTy MHPOPMaUUW OT YTEYKM MO TEXHUYECKMM KaHanam Ha
obbekTax nHopmMmaTmsaunm

OlK-9.4 ymeeT nonb3oBaTbCsi HOPMATMBHLIMW OOKYMEHTaMy B 06MacTu TEXHUYECKOM 3aliuTbl
UHdopmMaLnn

OrllK-9.9 ymeer dopmynupoBaTb W HacTpauBaTb MNOAUTUKY ©Ge30nacHOCTU  NOKasbHbIX
KOMMbIOTEPHbIX CETEN, MOCTPOEHHbIX HA OCHOBE OCHOBHbIX ONEPaLMOHHbBIX CUCTEM,;
OlK-10. CnocobeH aHanu3MpoBaTb TEHAEHUMM Pas3BUTMS METOOOB WM CPeAcTB KpunTorpadouyeckon
3aWnTbl  MHOpMaLMK, MCNoNb3oBaTh CpeacTBa KpunTorpadouMyeckon 3awuTbl WHOpMaunn npu
pelleHnn 3agad npodeccmoHanbHOM AeaTenbHOCTH

OlK-10.4 ymeeT KOPPEKTHO WCMNONb30BaTb KpunTorpaduyeckMe anroputMmbl Ha MpakTuke npu
pelleHnn 3agay Kpuntorpauieckummn MetTogamu;

Orl1K-10.5 ymeeT npumeHATb MaTeMaTMyeckme MeTodbl Npu UCCnegoBaHUKM Kpuntorpaduyeckmx
anropuTmos;

Ol1K-10.6 BnageeT HaBblkaMX UCNONb30BaHNSI TUMOBbIX KpUNTOrpaduy4ecKkmx anropuTMoB;

OrllK-10.9 ymeeT pasBopaunmBatb MHAPPACTPYKTYPY OTKPbITbIX KIOYEW AN pelleHus
KpunTtorpadniecknx sagad

OrllK-10.10 ymeeT nMpoBOAMTbL aHanuM3 Kpuntorpaguyecknx mnpoTOKONIOB, B TOM u4ucrne c
NCNonNb30BaHWEM aBTOMATU3MPOBAHHbLIX CPEACTB

Orl1K-10.17 ymeeT oueHMBaTb TEOPETUYECKYHO CITOXXHOCTb MPMMEHSAEMbIX anrOpUTMOB

Orl1K-10.20 ymeeT pasBopayvMBaTb WHMPACTPYKTYPY OTKPbITLIX KMAOYEW ANS pelleHuUs KPpUnTo-
rpadmyecknx 3agad

OrllK-10.25 ymeeT BbMUCAATL TEOPETUKO-MHPOPMALMOHHBIE  XapPaKTEPUCTUKM  MCTOYHMKOB
COOOBLLIEHNI 1 KaHaroB CBA3M (SHTPOMNKS, B3anmMHas MHopmaL M1, NPonyckHas CnocobHOCTb);

Orl1K-10.26 ymeeT pewlaTb TUNOBbIE 3a4a4v KOAUPOBaAHUS U AEKOANPOBaHUS,

Orl1K-10.27 BnageeT oCHOBaMM MOCTPOEHMS] MaTeEMaATUYECKMX MOENEN TEKCTOBOW MHAOpPMaUUn n
Mogernen cuctem nepegadm nHdopmaumm;

Orl1K-10.28 BnageeT HaBblkaMM MPUMEHEHUA MaTeMaTU4yecKoro annapata Ans  peleHns
NpUKNagHbIX TEOPETUKO-UHPOPMAaLIMOHHbIX 3aaau.
OlK-11. CnocobeH paspabaTbiBaTb NOAUTMKM 6Ge30MacHOCTW, MOSIMTUKM YMpaBneHns AOCTYNom U
MHAOPMALIMOHHLIMW NMOTOKaMMN B KOMMNbIOTEPHBLIX CUCTEMAX C y4ETOM yrpo3 6esonacHocTu nHgpopmaumm
n TpeboBaHUM No 3aLnTe nHdopmaLumm

OlK-11.4 ymeeT paspabatbiBaTb MOAENU yrpo3 M MoAenu HapywuTtensa 6e3onacHoOCTu
KOMMbIOTEPHBIX CUCTEM;

Orl1K-11.5 ymeeT paspabaTtbiBaTb YacTHbIE NOMUTUKM 6E30NaCHOCTU KOMMbIOTEPHBIX CUCTEM, B TOM
yucne NoNUTUKU ynpasneHns OCTYNOM U MHPOPMaLMOHHBIMW MOTOKaMK;

OlK-11.9 ymeeT dopmMmynupoBaTb W HacTpauBaTb MONAUTUKY 6€30MacHOCTM  OCHOBHbIX
onepawmoHHbIX CUCTEM

OrllK-11.10 ymeeT (opmynupoBaTb W HacTpavMBaTb MNOMUTMKY 6e30MacHOCTM  JloKanbHbIX
KOMMbIOTEPHBIX CETEN, MOCTPOEHHbIX HAa 6a3e OCHOBHbIX ONepaLMOHHbIX CUCTEM
OlK-12. CnocobeH agMUHUCTPUPOBaTb OMepaumoHHble CUCTEMbI W  BbINONHATL paboTbl nNO
BOCCTaHOBIIEHUIO paboTOCNOCOBHOCTM NPUKITAAHOINO N CUCTEMHOO MPOrpamMmmMHOro obecneyeHns

OlK-12.5 YmeeT ocywecTBnATb agMUHUCTPUPOBaHNE NporpaMMHOro obecnevyeHns cneumanbHoro
Ha3HayeHus, BKMOYasa onepaumoHHbIE CUCTEMbI, B TOM Y/CIe OTEYECTBEHHOIO NPOM3BOACTBA.

OrlK-12.7 YmeeT BocCTaHaBnmBaTbh paboToCcnocoOHOCTb NporpamMm cneunanbHOro HasHaydeHusa npum
BO3HMKHOBEHWUWN HELUTATHbIX CUTYyaL M.
OlK-13. CnocobeH paspabaTbiBaTb KOMMNOHEHTbI MPOrpaMMHbIX M NPOrpaMMHO-annapaTHbIX CpeacTs
3aLWMThl MHOPMaLMM B KOMMbIOTEPHbBIX CUCTEMAX M MPOBOAUTL aHanm3 nx 6e3onacHocTn

OrllK-13.1 ymeer dopmynupoBatb W HacTpamBaTb NONUTMKY ©6€30MacHOCTM  OCHOBHbIX
OonepaumOHHbIX CUCTEM

OlK-13.2 Bnageetr HaBblkaMu pa3paboTkM NpOrpaMMHbLIX MOAYMEWN, peanuayrlmnx 3agaydw,
CBsi3aHHble ¢ obecneyeHnem 6e30MacHOCTM OnepaLynoHHbIX CUCTEM PacnpOCTPaHEHHbIX CEMENCTB

OlK-13.5 ymeetr paboTaTtb C WHTErpypoOBaHHbIMM cpedamMun pa3paboTkM NPOrpamMmHOro
obecneyeHus;

OlK-13.6 BnageetT HaBblkamMy pa3paboTkM, OTNagkW, OOKYMEHTUPOBAHWA W TeCTUPOBaHUS
nporpamMmm;



OrllK-13.17 Bnageer HaBblkamuM  paspaboTkMm  anropuTMOB  Ofsl  peleHns  TUMOBbIX
npogeccnoHanbHbIX 3a4ay;

OlK-13.18 YMeeT npuMeHsiTb cpeactBa M MeTodbl aHanm3a nporpaMmHoro obecneyeHuss ans
BbISIBNIEHUS 3aKNagokK

OlK-13.19 YmeeT npuMeHATb MeToAbl aHanmM3a MNPOEKTHbIX peleHnn ana obecneyeHus
3aLMLLEHHOCTU KOMMBIOTEPHBIX CUCTEM.

OrllK-13.21 YmeTb nNpUMEHATb COBPEMEHHbIE cpeacTBa obecneyeHus MHGPOPMALNOHHOM
6e30nacHOCTM NporpaMmm 1 AaHHbIX

OlK-13.23 YmeeT npoBOAMTb aHanu3 MporpamMHbIX CPEACTB, MPUMEHSEMbIX OS11 KOHTPOMs W
3aWnTbl KHG OPMaLn
OrlK-14. CnocobeH npoekTtnpoBaTb 6a3bl AaHHbLIX, aAMUHUCTPMPOBATbL CUCTEMbI yrpaBneHust 6asamum
AaHHbIX B COOTBETCTBUM C TpeboBaHNSAMM MO 3alumTe UHopmaumm

OlK-14.4 ymeeT npoekTupoBaTb pensunoHHble 6asbl OaHHbIX M OCYLLECTBNATb HOpManusauuio
OTHOLLEHWUI MPU NPOEKTUPOBaAHUN pensLuMOHHON 6a3bl AaHHbIX

Ol1K-14.5 ymeeT HacTpanBaTb 1 NPUMEHATL COBPEMEHHbIE CUCTEMbI YNpaBneHusa 6asamm gaHHbIX

OlK-14.6 BnageeT METOAMKON W HaBblkaMW COCTaBIIEHUS 3anpoCcoB AN noucka nHgopmauun B
0asax gaHHbIX

Orl1K-14.11 ymeeT nonb3oBaTbCsi CpeacTBaMu 3almThl, npegoctasnsiembivn CYB[;

OlK-14.12 ymeeT co3gaBaTb LONOMHUTENbHbIE CPEACTBA 3alnTbl 6a3 AaHHbIX;

Orl1K-14.13 ymeeT npoBoAUTb aHaNuM3 1 OLUEHNBAHNE MEXaHM3MOB 3aLMTbl 6a3 OaHHbIX;

Orl1K-14.14 BnageeT MeETOOMKON U HABbIkaMW UCMOSIb30BaHUSA CPEeACTB 3alMThl, MPeAOCTaBNSAEMbIX
CYyb[.

OlK-15. CnocobeH agMUMHUCTPUPOBAaTb KOMMbIOTEPHbIE CETM W KOHTPONMPOBaTb KOPPEKTHOCTb WX
OYHKLMOHMpPOBAHUSA

OrllK-15.6 ymeeT oOcCylWlecTBNATb MNPOEKTUPOBaAHME W ONTUMM3AUMIO  PYHKLMOHMPOBAHUS
KOMMbIOTEPHLIX CETEN;

Or1K-15.7 BrnageeT HaBblKaMN agMUHUCTPUPOBAHNSA KOMMbIOTEPHLIX CETEN;

Orl1K-16. CnocobeH nNpoBOANTb MOHUTOPUHI paboTOCMOCOOHOCTM M aHanmM3 3PdEKTUBHOCTN CPEACTB
3aLWNTbl MHpOPMaLMM B KOMMbIOTEPHBLIX CUCTEMAX U CETSX

OrllK-16.6 ymeeT dopmynupoBaTb M HacTpamBaTb NOMUTMKY ©e30MacHOCTM  OCHOBHbIX
OnepauMOHHbIX CUCTEM, a TaKKe NOoKaNbHbIX KOMMbIOTEPHbBIX CETEN, NMOCTPOEHHbIX HA NX OCHOBE;

OlK-16.7 ymeeT nNPUMEHSITb 3alUMLLEHHbIe MNPOTOKOMbl, MEXCEeTeBble 3KpaHbl W CpeacTBa
oBHapy>XeHNs BTOPXKEHWI ANs 3aLUnTbl UHOpMaL MK B CETSX;

OlK-16.8 ymeeT OCyLLeCTBNATb Mepbl NPOTUBOAENCTBUS HapyLleHusaM ceTeBon 6e3onacHocTu C
NCNONb30BaHMEM Pa3fMYHbIX NPOrPaMMHbIX 1 annapaTHbIX CPEACTB 3alUUThI;

OrlK-16.9 BnageeT HaBblkaMn HACTPOMKN MEXKCETEBbLIX SKPAHOB;

Orl1K-16.10 BrnageeT meTogukamMmu aHanmsa ceTeBoro Tpaduka;

OrllK-16.12 YmeeT BbIBNATb OEWCTBME BPEOOHOCHbLIX MpOrpaMmm, U ONpedensaTb XapakTep KX
BO30EeNCTBUA.

OrlK-16.16 YMeeT BbINOSHATL paboTbl MO BOCCTAHOBNEHUIO PabOTOCNOCOBHOCTM CPeacTB 3aLuuThl
NHOpMaLmMM NpY BO3HUKHOBEHMM HELLTATHBIX CUTYaLni
OrIK-4.1 CnocobeH opeaHu308biambs 3auyumy UHGopMayuu 8 KOMIMbLIOMEPHbIX cucmemax u cemsix (no
obriacmsam rpuMeHeHus)

Ol1K-4.1.5 BnageeT HaBblkaMW NMPUMEHEHUS aHANUTUYECKNX N KOMMbIOTEPHbLIX MOAenen 06bEKTOB
NMHopMaTm3auum Npu co3gaHnUM cUCTeM 3alLnTbl MHpoOpMaLmK;

OliK-4.2 CrniocobeH aHanusuposamb 3alWUWEeHHOCMb, po8ooUMb MOHUMOPUHE, aydum u
KOHMPOIbHbIE rposepKu pabomocrnocobHocmu U 3awUUWeHHOCMU KOMIbOMEPHbIX cucmem u cemel
(mo obnacmsm rnpuMeHeHus)

OfllK-4.2.3 BnageeT HaBblkaMW MNPOBEAEHUA aHanMsa 3alluMLLEHHOCTW, MOHWUTOPWHIa, ayauta u
obecneyvyeHns KOHTPOSbHbIX NPOBEPOK (DYHKUMOHMPOBaAHMA U 6€30NacHOCTM KOMMbIOTEPHbIX CUCTEM W
ceTen;

Or1K-4.3 CnocobeH pa3pabambigamb U aHanu3upo8amb KOPPEKMHOCMb MNOAUMUKU UHGbOpMaUyUOHHOU
6e3onacHocmu KOMIbOMepHbIX cucmem u cemed (o obriacmsm ripuMeHeHUs)

Ol1K-4.3.4 BnageeT HaBblkamMn ynpaBrieHWUs NPoLEeccoM peanusaumm NOAUTUKN MHOPMaLMOHHON
6€e30MacHOCTM KOMMNbIOTEPHBIX CUCTEM U CETEN, OpraHM3auumn 1 NogaepKaHNSa BbIMOMHEHUSA KOMMeKca
Mep no obecneyeHno MHpopMaLMOHHON 6e30MacHOCTN BbIYUCIIUTENBHbLIX CUCTEM;



lK-1 CnocobeH npoeodumb aHanu3 mpebosaHuli U 8bINoAHAMb pPabombsl M0 MPOEKMUPO8AHUIO
rnpoepamMMHbIX U anfnapamHbiX KOMMOHEeHmM cucmembl 6e30rnacHOCmuU KOMIMbIOMEPHbLIX cucmeMm U
cemed, 8 MOM 4ucrie C UCIOMb308aHUEM CO8PEMEHHbIX Memodos U cpedcme 3awumsl UHghopmauyuu

[1K-1.4 npoBOOUT OLEHKY COOTBETCTBMS MexaHu3MoB 6e30MacHOCTM KOMMbIOTEPHOW CUCTEMbI
TpeboBaHMAM HOPMATUBHbIX JOKYMEHTOB, @ TakKe UX KOPPEKTHOCTU CYLLECTBYIOLLMM pUCKaM;
lK-2 CnocobeH npuHumMams ydacmue 8 aKcriepmuse U aHanuse ysassumocmed, yepo3 U UHUUOeHmos
UHgbopmayuoHHoU 6e3ornacHOCMU 8 KOMIMbOMEPHLIX cucmemax U cemsix

l1K-2.1 npumeHsaeT addekTuBHbIE MeToabl M CpeacTBa MNMIAHMPOBAHWA W OpraHuM3aumm
nccneanoBaHun U paspaboTkuy;

l1K-2.5 npoBoguT TeopeTuveckne u MpuKNnagHoe WuccrenoBaHNe YPOBHEN 3alUMLLIEHHOCTU
KOMMbIOTEPHBIX CUCTEM U CETEWN;
lK-3 CriocobeH yyacmeosamb 8 pabomax o MpoeKkmuposaHuro cucmem 3awumsl UHgopmauyuu 8
KOMIMbIOMEPHbLIX cucmemMax U cemsx npu peweHuu rnpogheccuoHarbHbIX, uccriedosamernbCKux u
rpuknadHbix 3aday

[1K-3.2 3HaeT meToabl agMWHUCTPUMPOBAHUS CUCTEM YyMNpaBreHus cobbITMAMU MHAPOPMALNOHHOM
Ge3onacHoOCTN, cuUcTeM OOHapyXeHWs W npeaoTBpPaLleHUss BTOPXKEHWA, MOHUTOPWUHra cobbiTuin wn
WHUWOEHTOB;

[1K-3.5 BbINOMHAET MNPOBEPKY YCTOMYMBOCTU MPUIIOKEHUIA K BHELUHEMY HeCaHKLMOHUPOBaAHHOMY
AOCTyny, B TOM 4uCre NpoOBeEpKa YCTOMYMBOCTU BEO-NPUNOXEHWA K aTakam, NpUMEHeHue CpeacTB
KOHTpons 6e3onacHOCTW, ynpaBneHne Kpuntorpaduyeckumum CpeacTBaMu, a Takke opraHusauns
MeponpuaTun no obecneyeHunto knbepbesonacHoOCTH;

[1K-3.6 cnocobeH yyacTBoBaTb B MPOEKTUPOBAHUM CUCTEMbI 3alMTbl MHOPMaLMM M NoACUMCTEM
NHOpMaLMOHHOM 6e30NacHOCTN KOMMbIOTEPHOW CUCTEMBI.

Bonpochbl ¢ BapaHTaMu OTBETOB

1.3 kKakmx KOMMOHEHTOB COCTOMT nporpammHoe obecneyeHne nwbOM yHMBEpPCcanbHOM
KOMMNbIOTEPHON CUCTEMBI?

— OonepaunoHHON CUCTEMbI, CETEBOrO NPOrpamMmMHOro obecneyeHus

— OnepauyuMoHHOW CUCTEMbl, CETeBOro MporpaMMHOro obGecnevyeHUss U CUCTEMbI

ynpaBneHusi 6azamMmu AaHHbIX;

— OonepaunoHHON CUCTEMbI, CUCTEMBI yNpaBneHns 6asammn AaHHbIX;

— CeTeBOro NporpaMMHOro obecneyeHnss U CUCTEMbI ynpaBneHns 6asamm gaHHbIX
2. [lokymeHTMpoOBaHHasi MHopmaumsi, OOCTYN K KOTOPOW OrpaHUYMBaeTcs B COOTBETCTBUMU C
3aKoOHOOaTeNbLCTBOM POCCUNCKON heaepaumm - 3To:
KoHdmaeHumanbHaa nHpopmaums
dakc
JINYHBIN OHEBHUK
3akoHbl PO
3. Kakvme wmeToabl KpunToaHanmsa OTHOCATCSA K CcTaTucTudeckum? Bbibepute HECKONbKo
npaBunbHbIX OTBETOB:

— a) MeTof MakcumMarnbHOro npaesgonoaobus;

— ©0) 6banMecoBcKum;

— B) JINHENHbIW;

— T) pasHOCTHbIN
4. Kakasi kaTeropusi aBnsetTca Hanbonee pMCKOBaHHOM AS1S1 KOMMaHUM C TOYKN 3PEHUS BEPOATHOrO
MOLLEHHNYEeCTBa U HapyLLeHnst 6e3onacHoCTn?
A) coTpyaHUKK
B) xakepbl
B) atakytowme

— ') KoHTpareHThl, N1ua, paboTatoLme No JOroBopy
5. Korga uenecoobpasHO He npeanpuvHUMaTb HUKAKMX AENCTBUMN B OTHOLUEHUM BbISIBIIEHHbIX
pu1ckoB?

— A) korga gnst obecneveHnsa xopoLuen 6€30NacHOCTU YYTEHbI BCE PUCKN

— bB) korga pucku He MoryT BbITb NPUHSATEI BO BHUMaHKE MO NOANTUYECKUM COOBpaKeHNAM

— B) korga Heobxoanmble 3aLLMTHbIE MEPbI CIIMLLKOM CIIOXHbI



— I) korpa cTOMMOCTb KOHTpPMep npeBbiWaeT LEeHHOCTb aKTUBa M NOTeHuualrbHble
norepu
6. CoBepLUeHHbIN aTan 3awmTbl UHPOPMaLMK Ha3bIBAETCS:
—  WH(OPMaLMOHHbIM
— Ha4vanbHbIM
— pa3BUTbIM*
—  KOMIMJIEKCHbIM.
7. Ecnn HocuTenu vHgopMauun ABMNAKTCA 3MEKTPOMarHUTHbIE BOMHbI, TO Takasd MHAOpP-Maums
OTHOCUTCH K:
— 9NEKTPOHHOWN
— TeneKoMMyHUKauMOHHOMK™
— JOKyMeHTanbHom
— peyeBou
8. Cuctembl aHann3a yss3BMMOCTEN MNO3BOSISAIOT:
— @) BbIABUTb 310YMbILUNIEHHWKA, paboTatoLLero B KOMMNbIOTEPHOW CETH;
— ©0) BbISIBUTb YSI3BUMOCTM NPOEKTUPYEMON CUCTEMBI 3aLLMTbl MHpOpMaLMK;
— 8) BbISIBUTb YA3BMMOCTU AENCTBYHOLLEN CUCTEMbI 3alWmTbl MHOpMaLUM.
9. lNpu ncnonb3oBaHMK Naporen criegyeTt PyKoBOACTBOBATLCA
— [OnvHHOM Napons
— YacrtoTton cmeHbl napons
—  WcTtopuen napons
— CopgepxumMbiM napons
— Bce n3 nepeuncneHHoro
— Hwyero n3 nepeyncneHHoro
1. OnpegenuTe npaBunbHYO NOCNeAOBaTENbLHOCTL AencTBMN Ang wndpa DES:
a) OT(64 6) — HavanbHas nepectaHoBka — Cxema ®encrtensa (16 payHpoB ¢ 48 OMTHbIM
knoyom) — KoHeuHas nepectaHoBka — LudpTtekcT (64 6)
b) OT(64 6) — HauvanbHas nepectaHoBka — KoHeuHasa nepectaHoBka — Cxema Penictensa (16
payHOoB ¢ 64 6UTHbIM Krntoyom) — LundppTtekcT (64 6)
c) OT(64 6) — HavanbHasa nepectaHoBka — KoHeuHass nepectaHoBka — Cxema ®enictens (12
payHAoB ¢ 64 6UTHbIM Kntovom) — LLndpTekcT (64 6)
d) OT(64 6) — HavanbHasa nepectaHoBka — Cxema Pencrtens (16 payHaoB ¢ 64 GUTHBIM KIHOYOM)
— KoHeuHas nepectaHoBka — LUndpTekcTt (64 6)
2. NnddepeHumanbHbIn KpMATOAHANM3 OTHOCUTCS K aTakam:
a) Ha ocHoBe wudpTtekcta
b) Ha ocHoBe OTKpLITbIX TEKCTOB
¢) Ha ocHoBe nogo6paHHOro OTKPLITOro TeKcTa
d) Ha ocHoBe aganTUBHO NOJO6PAHHOIO OTKPLITOrO TEKCTa
3. aeHTudukaums aTo:
a) npouecc npeabsaBreHns nonb3oBaTenem naeHTMuKaTopa;
©) npouecc noaTBEPXKAEHNSA NOASIMHHOCTY;
8) cpasHeHue npedbssnisieMbiX UOeHMuuKamopoe8 C MNepeyHeM [PUCBOEHHbIX
udeHmugukamopos.
4. Kakyto ponb UrpatoT LEHTPbI cepTudomKauumn Knodei:
a) OHM WurpalT porfib [JOBEPEHHOW TpeTben CTOPOHbI ANs  AoKasbiBaHWA dakTa nepenadu
nHdopmaumu;
6) OHu cnyxam Ons peaucmpayuu aboHeHmMos, u320moesieHuUsi cepmughukamos
OMKPbIMbIX K/IlOYel, XpaHeHuUsi U320MOeJIeHHbIX cepmugukamos, mnoddepkaHusi
8 aKmyaslbHOM COCIMOSIHUU cripasoyYyHuka delicmeyroujux cepmugukamoe u eblrnyckKa
crnucka 0oCpPOYHO OMO38aHHbIX cepmuguKkamos;
14. Kakne n3 nepeymcrneHHbIX knbepyrpos aBnsaoTCs KoyeBbiMU Ha bnivkanwee byayuee? Boibepute
BCe NpaBuUsibHbIE OTBETHI.
— YctpouncTBa loT kak nnowagka gnsa peanusaumm atak
— Cnam
— Mporpammsbi-BbIMOraTenu
— Criminal-as-a-service (nepexoa kmbepnpecTynHUMKOB Ha CEPBUCHYIO0 MoAerb)



— [MporpaMmmbI-LLMNOHBI
— «[lpuspakn wuHTepHeTa npowsnoro» (yrpo3bl OT YycCTapeBlUEro MpPOrpaMMHOro u
nporpaMmMmHo-annapaTHoro o6ecne4yeHus, KOTopoe HaxoaUTCA B UHTEPHETE)
— [lporpammbl-manHepbl
— CKUMMUHT
15. YTto Takoe HecaHKUMOHMPOBAHHLIN JOCTYN (HCA)?
1) JocTyn cyOobeKkTa K 06beKTy B HapyLleHMe YCTAaHOBIIEHHbIX B CUCTEeMe NpaBus
pasrpaHuyeHus gocrtyna
2) Co3fgaHune pe3epBHbIX KOMWIA B OpraHn3auum
3) NpaBuna n nonoxeHus, BolpaboTaHHbIe B OpraHu3aumm Ans obxoaa naporibHON 3aLmThbl
4) Bxop B cuctemy 6e3 cornacoBaHusi C pykoBogUTENEM OpraHm3aunm
5) YpaneHue He HyXHoWn nHdpopmaumm
16. NporpammHble 3aknagkn MOryT BbINOMNHATL 4ENCTBUSA
a) BHOCUTb NPOM3BOMbHbIE UCKaXXEHWS B KOAbI NPOrpaMm
b) nepeHocutb doparmeHTbl MHGOPMaLUK
C) UckaxkaTb BbIBOAUMYHO MHPOpMaLUIO
d) Bce 13 nepe4uncneHHoro
€) Hnuero 13 nepeyvncrnieHHoro
17. Yrposamu KoHmngeHumnanbHom nHopmMmauum He aBnaTCs
a) o3HakomneHve 6e3 HapyLeHus ee LenoCTHOCTH
b) mogndmkauma nHdbopmaumm
C) paspyLieHme nHgopmauum
d) co3paHue U pacnpocTpaHeHMe BUPYCOB
18. K cucteme 6e3onacHocT nHdpopmauumn npeabasnsieTca TpebosaHme
a) npefocTaBfeHWe Monb30BaTeNto MaKCUMarbHbIX MOMHOMOYUA, HEeOoBXOAMMbIX eMmy Ons
BbINOSIHEHWS
nopy4YeHHon paboThbl
b) npepocraBneHMe nonb3oBaTenildc MUHUMANbHbLIX MOMIHOMO4YUA, HEOOXOAUMBIX eMmy Ans
BbIMOJIHEHUSA NOPYYEHHON PabOTbI
C) UrHOPMPOBaHNE NOMbITOK HECAHKLUMOHNPOBAHHOIO JOCTYNa
d) neproguyeckoe pearvpoBaHve Ha BbIXOA U3 CTPOS CPEACTB 3aluThl
19. 'me npumeHsATCA CpeacTBa KOHTPOMS AMHAMUYECKON LeNTOCTHOCTN?
1. aHanu3e nNoToka (hMHaHCOBbIX COOOLLUEeHUN
2. 0bpaboTke AaHHbIX
3. Npu BbISIBIIEHUMU Kpaxu, Ay6nMpoBaHus oTAesNbHbIX COOOLEHUN
20. YKkaxuTe, Kakon npoLecc TecTMpoBaHMS NPOBEpPSieT COOTBETCTBME (PYHKLMOHUPOBAHUSA MPOAYKTa
€ro HavarnbHbIM cneuundmrKaumam:
(1) TecTnpoBaHme nonbL30BaTENLCKOro NHTEPdEnca
(2) TectTnpoBanne yaobctea MCNonb30BaHUA
(3) cbyHKUMOHaNbHOE TeCTUpOBaHue
(4) Harpy3o4Hoe TecTMpoBaHue
(5) TectupoBaHue 6esonacHoOCTU
21. MNMpoTokonupoBaHWe 1 ayauT MOryT UCMOMb30BaTbCA ANS:
(1) npegynpexaeHusa HapyweHui 1B
(2) obHapyxeHnsa HapyLeHUn
(3) BOCCcTaHOBNEHUA pexnma Ub
22. ndopmauus, xpaHsawasca Ha cepsepe LDAP, asnseTca
(1) PenaunoHHon 6a3on AaHHbIX.
(2) TekcToBBIM haNNOM NPOM3BOSNIBHON CTPYKTYPHI.
(3) CoBOKYnHOCTLIO 3anucen, KOTopble coaepxaT Habopbl aTpMbyTOB.
(4) ®annom c pacwmpeHuem .ldap.
23. "Mackapag" — aTto
1) ocywecTtBneHne cneynanbHo pa3paboTaHHbIMK NporpaMMamMy nepexsara MMEHN 1 Napons
2) BbINOJSIHEHME KaKUx-nMbo AOencTBMA OOHMM nMnoNfb3oBaTesieM OT WMEeHU Apyroro
nonb3oBaTens, obnagarowero COOTBETCTBYHOLLUMM NOSTHOMOYUAMMU
24. V\ICTOYHUKN BHELLHUX Yrpo3 3TO:
— Xakepbl;
— KpUMMHanbHbIe CTPYKTYpbI;



— npepcTraBUTENM CUNOBBLIX CTPYKTYP
25. Ecnu nHdopmaums nckaxkeHa ymbILLIIEHHO, TO €€ Ha3bIBatoT:
HeKkayeCcTBEHHON
CyOBbEKTMBHOM
HenosHown
. Ae3uHdcopmaumen
aK HasblBaeTCs NPOLEeCC, BCTABKN aHaNM3nMpytowmnx yHKUMA HeNnocpeacTBEHHO B UCXOLHLIN KOA

nporpaMmbl, Nocrie KOMNUAAUMM U 3anycka KOTOPOW BCTaBIEHHble aHanuaupyowme yHKUnm
BbINONHATCA M BblAaayT pesynbTaT paboThbl?

. PaameTtka koga
. MHcTpymeHTauumsa kopa
. ®aszsnHr
. MyTupoBaHue
27. Kakoe 13 nepeuncrieHHbIX HUXe YTBEPXKOEHUN ABNAETCA UCTUHHBIM?

1. CratMyeckum aHanu3 Koga npoucxoaut 6e3 peanbHOro BbINOJIHEHUA UccnegyeMbiX
nporpamm

2. Cratnyeckmii aHanua koga TpebyeT cOOpkM MporpamMmbl M3 UCXOAHBIX KOOOB C AoGaBneHuem
CaHuTamsepa

3. CtaTnyeckuin aHanu3 koga He MNO3BONSET OTCMeXuBaTb CLEHapuMM BO3HWKHOBEHMSI OLUMOOK,
ABNAOLLMXCA CNeaCTBUAMN KPpOCCnNaTOpMEHHOCTH

4. CtaTu4eckMn aHanus3 koga gOCTYMEeH TOMNbKO ANA UHTEPNPEeTUPYEMbIX 3bIKOB
28. Tpwu reHepauusa payHOoBOro kntoya B AES npoussoguTcs:

a. OTtbpacbiBaHne GUTOB YETHOCTW, UCNOSb3YEeMbIX 4151 MOMEX0YCTOMYNBOCTM

b. PacwupeHwne knoya Ha OCHOBE 3aKpbITOro Krtoya

c. PacwunpeHume knrovya Ha OCHOBe NpeablayLero payHaoBoro Knio4a

d. MocTpoeHwne kntoya Ha ocHoBe obpasytoLero nonvHomMa nons Manya
29. Kakon nogxop Hambonee achdekTMBeH B obecnedeHmmn knbepbesonacHOCTU YCTPOMCTB UHTEpPHETa
BeLen?

1. YcraHoBKka aHTUBMpYCca Ha ycTpouncTtea loT

2. ®usmnyeckaa besonacHoOCTb

3. HasHayeHune crnoxHbix naponemn

4. NoBepeH4YeCKNN aHaNn3 Ha OCHOBe MoAenen MalMHHOro obyyeHus
30. CyuwiecTtByeT ... KNaccoB 3aLMLLEHHOCTM aBTOMAaTU3NPOBAHHbLIX CUCTEM OT HECAHKLIMOHMPOBAHHOIO

aocTyna.

-9

-7

-3
31. Bce cybbektbl M obbektbl KC oagHO3Ha4yHO wuaeHTUdMumpoBaHbl; nobor obbekt KC umeet
nonb3oBartens-snagensua; Brnageney obbekTa obnagaeT npaBoM onpedeneHuss npaeB AocTyna K
00beKkTy co cTopoHbl nobbix cybbektoB KC; B KC pomkeH cywectBoBaTb NPUBUNENMPOBAHHbIN
nonb3oBaTenb — aAMUHUCTPATOP. ATO ... yNpaBreHne JOCTYNOM.

— AWUCKpPeLUUOHHoe

— MaHgaTHoe

— poneBoe
32. He nognexat OTHECEHWIO K rOCydapCTBEHHOW TaHe CBeAeHUS:

a. 0 CoOCMosiHUU 060pPOHOCOCO6HOCMU 06BEKMOB XU3HEobecneyYeHUss HaceneHus;

6. 0 hakmax HapyweHusi npae u ceob600 Yyesioeeka u 2pakOaHuUHa;

8. 0 pa3Mmepax 30J10Mo20 3arnaca u 2ocydapcmeeHHbIX 8a/lloMHbIX pe3epeax Pocculickol
®edepayuu;

2. 0 cocmosHUU U cpedcmeax 3auiumbi 20cy0apCcmeeHHOU maliHbl;

0. 0 cocmosiHuU 300p08bS 8bIcUUX OOIMKHOCMHBIX Uy, Poccutickou ®edepayuu;
33. K Bnaam nHcopmauumn ¢ orpaHnyYeHHbIM 4OCTYNOM HE OTHOCATCS:

a. Kommepyeckasi malHa;

6. eocydapcmeeHHas madlHa;

8. ceedeHus Ons cnyxebHo20 Mosib308aHuUsl;

2. rnepcoHaribHble daHHbIe;

0. 3anpeuweHHbIe K pacnpocmpaHeHUro cee0eHuUsl;

€. HomapuarnbHas madHa.

XA WN P
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34. KoHTponb Hag BbinofnHeHeM TpeboBaHuii B cdpepe 3amnTbl NePCOHarnbHbIX 4aHHbIX BbIMOSTHAOT:

a)®Chb Po;

6) ®CTIK Poccun n PockomHansop;

8) ece riepeyucrieHHble op2aHu3ayuu.
35. Kpuntorpacumsi ¢ aCMMMETPUYHBIMW KIto4aMn NPUMEHSIET:

(1) maTemaTu4yeckme opmynbl

(2) nogcTaHoOBKY CUMBOJSIOB

(3) nepecTtaHOBKY CMMBOJSIOB

(4) noacTaHOBKY 1 NepecTaHOBKY CMMBOJIOB
36. MNpobriembl 6€30MacHOCTN pexumMma KOLOBOW KHUMM, MOpPOXAaeMble HE3aBMCUMOCTLIO GI10KOB, MOTyT
ObITb NpeogoneH.bl:

(1) ycnoxHeHuem knioven wmdpa

(2) cnyyanHbIM NOPAAKOM WncpoBaHUA

(3) pasgenbHbIM WMdPOBAHNEM YHACTKOB TEKCTA

(4) HepaBHOMEPHbBIM pa3bueHnem TekcTa
37. MpvHuMN ... yTBEPXKAAET, YTO HE CYLLECTBYET MHXEHEPHON METOANKMA NPOEKTMPOBAHUSA MEXaHN3MOB
3aWnTbl B TPAAULMOHHOM NMOHMMaHWUKM 3TOro TEPMUHA.

— HedhopmanbHoOCTL

— CucremMHocTb

— CneumanunanpoBaHHOCTb
38. CKpbITME Hann4umsi CEKPETHOM MHAOPMaLNN;

— KpunTonorus

— KpMNTOGOHUSA

— cTeraHorpadus
39. PesynbTathbl NpoBeAeHWs ayavTa NnoapasaenstoTcs Ha:

1) opraHusaunoHHbIe

2) TexHU4Yeckue

3) nporpammHbie

4) meToponormyeckue
40 Yo Takoe yrposbl?

—  Yrposbl - npeabaBneHne NpeTeH3nn B yribTUMaTuBHON hopme.

— Yrpo3bl - NOTeHUManbHO UNU peanbHO CylecTBYHOLUEe BO3AEACTBUA, NpUBoOAsLLUNE K
MoOpasibHOMY UM MaTepuarnbHOMYy yLlepoy.

—  Yrposbl - Cuctema npeaynpexxaeHnn o BO3MOXHbIX aTakax.
41. Kakvne atakv npegnpuHUMatoT Xakepbl Ha NPOrpaMMHOM ypoBHE?

1) aTtakn Ha ypoBHe OC

2) ataku Ha ypoBHe ceteBoro 1O

3) aTtaku Ha ypOBHe NakeToB NPUKNaAHbIX NPOrpaMm

4) ataku Ha ypoBHe CYB[]
42....— 9TO WHopMaLMs B INEKTPOHHON dhopMme, KOoTopasd NpuUcoeanHeHa K Oopyron uHdopmaumm B
3MEKTPOHHON (popme (MoanucbIBAaEMON WHOpMaLMM) UM MHbIM  0BpasoM CBsA3aHa C  Takow
NMHopMaumen n KoTopasa ncnonb3dyeTcsa Ana onpeaeneHys nuua, NoANMChIBaKoLWero MHopMaLmio.

OTBeT: anekTpoHHasa nognuck (3MM)
43. Cuctema wWndpoBaHMa W/mnn SnNekTpoHHou noanvcu (3l1), nNpu KOTOPOM OTKPLITHIA KoY
nepegaércs no OTKPbITOMY (TO €CTb He3alMWEHHOMY, OOCTYNHOMY Ans HabniogeHus) kaHany u
ncnonb3yetcs Ans nposepkn Il n anga wndposaHnsa coobLeHnsa — kpuntocmucema ...

OTBeT:

acMmeTpu4yHas;

C OTKPbITbIM KIOYOM
44. ... — yHKUMS, ocyllecTBnsOWaAs npeobpa3oBaHMe MaccuBa BXOAHbLIX [aHHbLIX MPOWU3BOSIbHON
ONWHBbI B BbIXOAHYO OWTOBYHD CTPOKY YCT@HOBMEHHOW [ANWHbI, BbINOMHAEMOe onpeaenéHHbIM
anropuTMom.

OTBeT:

X3LW-PYHKUMS

XeL-pyHKLMA

Kputepun u wkanbl oueHuBaHus 3agaHun ®OC:
[ns oueHMBaHWs BbINONHEHNsST 3a4aHUI Ucnonb3yeTcs 6annbHas WwkKana:


https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%86%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D1%8C
https://ru.wikipedia.org/wiki/%D0%9C%D0%B0%D1%81%D1%81%D0%B8%D0%B2_(%D0%BF%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BC%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5)
https://ru.wikipedia.org/wiki/%D0%91%D0%B8%D1%82
https://ru.wikipedia.org/wiki/%D0%94%D0%B5%D1%82%D0%B5%D1%80%D0%BC%D0%B8%D0%BD%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%BD%D1%8B%D0%B9_%D0%B0%D0%BB%D0%B3%D0%BE%D1%80%D0%B8%D1%82%D0%BC
https://ru.wikipedia.org/wiki/%D0%94%D0%B5%D1%82%D0%B5%D1%80%D0%BC%D0%B8%D0%BD%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%BD%D1%8B%D0%B9_%D0%B0%D0%BB%D0%B3%D0%BE%D1%80%D0%B8%D1%82%D0%BC

1) 3akpbITble 3a4aHus (TECTOBbIE C BApUaHTamMm OTBETOB, CPEeHUIN YPOBEHb CIOXHOCTK):
— 1 6ann — ykasaH BepHbI OTBET;
— 0 6annoB — ykasaH HeBEpPHbIV OTBET (MOSTHOCTBLIO MNW YACTUYHO HEBEPHLIN).

2) OTKpbITblE 3a4aHus (TECTOBbIE C KPATKMM TEKCTOBBIM OTBETOM, MOBbILIEHHbIN YPOBEHb CITOXXHOCTH):
— 2 6anna — ykasaH BepHbIN OTBET;

— 0 6annoB — ykasaH HeBEpHbI OTBET (MOSTHOCTBLIO MNN YACTUYHO HEBEPHbIN).

3apaHus pasgena 20.3 peKoMeHAYHTCA K UCMOSIb3OBaHUIO NPU NpoBeAeHUM ANarHOCTUYECKUX
paboT C uenbk OLEHKM OCTAaTOUYHbIX Pe3yfbTaTOB OCBOEHUA AAHHOW AUCLMMIIUHbLI (3HAHWWA,
YMEHUIN, HaBbIKOB).



